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Standby-sparing is one of the common techniques in order to design fault-tolerant safety-critical systems
where the high level of reliability is needed. Recently, the minimization of energy consumption in
embedded systems has attracted a lot of concerns. Simultaneous considering of high reliability and low
energy consumption by DVS is a challenging problem in designing such a system, since using DVS has
been shown to reduce the reliability profoundly. In this paper, we have studied different schemes of
standby-sparing systems from the energy consumption and reliability point of view. Moreover, we propose
a new standby-sparing scheme which addresses both reliability and energy consumption jointly together.
This scheme uses a simple energy management coupled with an online task scheduler which tries to
dispatch those ready tasks which are expected to lead to high reliability and low energy consumption in
the system. The effectiveness of the proposed scheme has been shown on TGFF under stochastic
workloads. The results show 52% improvement on energy saving compared to the conventional hot
standby-sparing system. Moreover, two orders of magnitude higher reliability is obtained on average,
while preserving the same level of energy saving as compared to the state of the art low-energy standbysparing system (LESS).
Categories and Subject Descriptors: B.8.1 [Performance and Reliability]: Reliability, Testing, and
Fault-Tolerance; C.3 [Special-Purpose and Application-Based Systems]: Real-Time and Embedded
Systems
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1. INTRODUCTION

The embedded computing as a discipline involves many trade-offs that makes it
challenging yet interesting from an engineering standpoint. Recently, energy
consumption in the embedded systems community has attracted a lot of concerns.
This criterion is mainly important for the systems with limited energy budget or
those which the amount of available power determines the whole system lifetime.
Examples of these systems include, but are not limited to, real-time applications such
as satellites, surveillance sensor networks [Melhem et al. 2004] and implantable
medical devices [Ejlali et al. 2012]. Dynamically adjusting voltage, DVS [Schmitz et
al. 2004; Burd et al. 2000] is a very common technique for power management in
real-time embedded systems. Even though linear performance loss is imposed to the
system, quadratic saving of dynamic power can be obtained which makes it a strong
scheme for energy minimization. The mechanism of using DVS capability is built into
many embedded processors like Intel Xscale [Xscale 2005] and Transmeta’s Crusoe
[Transmeta 2005]. Moreover, real-time operating systems (like VxWorks [Wind River
Systems Inc.], and eCos [Red Hat Inc.]) provide mechanisms to access different
voltages of the processors. In real-time systems where each task or the application
has deadline constraints, DVS scheme must be used carefully. In addition, where the
high reliability and low energy consumption are major concerns of the system
designers, the effects of DVS on reliability must be totally investigated. Since
reducing voltage through DVS significantly compromises reliability [Zhu et al. 2004;
Shivakumar et al. 2002], improper use of that can conflict with reliability objectives
of the system. Hence, a significant body of research has investigated this trade-off
between energy consumption and reliability with considering different
task/application models [Zhu and Aydin 2006; Zhao et al. 2011; Zhu 2010; Pop et al.
2007; Zhu et al. 2008; Sridharan et al. 2008]. Some of the research works which focus

on proposing highly reliable and energy-efficient methodologies are only based on the
time redundancy technique. To achieve this goal, [Zhu and Aydin 2006] focuses on
slack allocation problem to minimize the energy consumption while preserving the
overall reliability. In that work the slack time is reserved for potential recovery tasks
in order to preserve the reliability before applying DVS technique. The General
Shared Recovery technique (GSHR) [Zhao et al. 2011] determines the optimal
number of recoveries which are shared by all the tasks to achieve energy saving and
the reliability goals. As they have shown, sharing recoveries among tasks can provide
a better energy minimization. The proposed scheme by [Zhu et al. 2008] schedules an
extra recovery dynamically to redress the reliability loss caused by energy
management process. This method, whenever the dynamic slack is not enough for
scheduling a recovery for the whole task, uses checkpointing mechanism to exploit
available slack time more efficiently. The probabilistic execution time information of
real-time tasks is optimistically exploited in [Zhu et al. 2008]. This scheme reserves a
small portion of system slack time just sufficient for recovery in order to achieve the
desired reliability and the remaining slack time is used for energy saving. A
proportional feedback controller has been employed in [Sridharan et al. 2008] to
follow the miss ratio of the system. In the case of increasing the miss ratio level from
a specified desired value, more recovery copies are allocated to the tasks to help the
system meet the deadlines. Although the time redundancy techniques mentioned
above are low-cost solutions to provide fault-tolerant systems, the use of them may
not be feasible in the context of safety-critical systems for the following reasons: i) the
system as a whole is not more dependable than any part of that and the single
processor itself is the single point of failure in this case, ii) the use of timeredundancy in the systems with tight deadlines is not possible, iii) it is difficult to
guarantee the deadline in case of detecting errors due to the unpredictable amount of
time needed for rollback and recovery [Kopetz 2011].
Therefore, hardware-redundancy is more preferable for safety-critical systems.
Recently energy minimization on standby-sparing scheme as a hardware-redundancy
technique has attracted a lot of concern [Ejlali et al. 2012; Haque et al. 2011; Tavana
et al. 2011]. Enabling energy saving in periodic real-time applications has been
provided with Earliest-Deadline-First (EDF) and Earliest-Deadline-Late (EDL)
scheduling, respectively on the primary and spare processor in [Haque et al. 2011].
EDL on the spare processor allows delaying the execution of backup task as much as
possible. Even though the mentioned work considers a set of independent and
periodic tasks, in LESS system [Ejlali et al. 2012], a frame-based task set with
precedence constraints has been addressed. In this work Dynamic Power
Management (DPM) [Schmitz et al. 2004] is used by the spare unit and DVS is used
by the primary unit to reduce energy consumption in frame-based real-time systems.
LESS uses an online energy management to provide energy minimization on both
processors with considering stochastic execution time of the tasks. As another framebased application energy management scheme for standby-sparing system, in
[Tavana et al. 2011] a feedback-based optimal energy management is proposed for an
isolated task. However, this work is only developed for applications where there are
correlations among execution time of tasks and whenever the execution times are
stochastic may not work well enough.
The main drawback of the above works is that a certain guarantee for reliability
level is not considered in these works at design-time. In fact, it can only claim that
the overall guaranteed reliability in those systems is higher than a single processor
system operating at highest frequency. In this work, we introduce a novel low energy
and highly reliable standby-sparing system. Moreover, we address reliability-energy
trade-off on different schemes of standby-sparing systems which gives the holistic
view to the system designers to choose the appropriate scheme based on both

reliability and energy consumption constraints. Our system can guarantee the
reliability as much as Hot spare system (i.e., a conventional standby-sparing system
where energy management is not considered and both processors operate at highest
frequency) and can save energy consumption comparable to LESS. In our proposed
system like LESS [Ejlali et al. 2012] and feedback-based standby-sparing [Tavana et
al. 2011], the primary processor uses DVS and the spare unit uses DPM, but the
following contributions are presented originally in this paper:
DVS is only used when the system can still schedule an extra execution of the task in
the primary processor. In such case, apart from one faulty task which is tolerable
through hardware-redundancy (i.e., spare unit), another transient fault can be
tolerated by time-redundancy (i.e., the recovery schedule on the primary unit). Note
that we use time-redundancy whenever possible as complementary to hardwareredundancy for fault-tolerance to improve reliability but the first priority of the
system is to tolerate faults through hardware redundancy (i.e., the spare processor).
Hence, the low-cost re-execution, which can be implemented with minimum
resources, can be used to improve reliability without exposing the drawbacks we
discussed before. Obviously, enough slack time must be created during run-time to
make the use of re-execution possible. Whenever the system cannot dynamically
schedule the recovery execution on the primary unit, it executes the given task at the
highest frequency. This policy does not degrade the original reliability of the system
and also leaves all the current slack time in addition to the dynamic slack created by
the dispatched task for subsequent tasks. By this strategy, we increase the slack for
subsequent tasks hoping that the system can schedule recovery execution for them.
However, note that a straightforward use of re-execution would not be the best choice
in terms of energy saving in this system. In fact by a smart choice of ordering of tasks
at run-time one can produce more slack, and hence save more power while at the
same time enough slack is reserved for re-execution of subsequent tasks; this is what
we have done in this work. In other words, for providing reconciliation between high
reliability and energy minimization as much as possible, we have proposed an online
task scheduler in conjunction with the energy management scheme. The proposed
task scheduling algorithm finds a nominated task from ready task queue to dispatch
the task which is more appropriate to execute while considering the future state of
the system. We show that by managing the operating voltage and tasks ordering, the
potential use of slack time for both energy saving and reliability increases in
standby-sparing system. As a result, our proposed scheme can guarantee the
reliability level as much as conventional standby-sparing system (i.e., where DVS is
not used) and at the same time it can save energy as much as the LESS system (i.e.,
low energy standby-sparing system).
We evaluated energy consumption and reliability of different standby-sparing
schemes along with the proposed scheme under different workloads on TGFF
[Rhodes et al. 1998], pseudo-random task-graphs. The results can be insightful for
the system designers where there is a compromise among energy consumption,
reliability and system complexity. Moreover, an optimized (clairvoyant) solution for
energy saving in standby-sparing systems is presented. Even though this solution
needs all the actual execution times of the tasks before executing a task set, it can
show the potential for further energy reduction. The clairvoyant scheme, which solely
considers energy minimization, shows 15% more energy saving on average compared
to our proposed scheme. However, since it does not take reliability into account, the
improvement on energy saving is obtained at the cost of almost three orders of
magnitude degradation on reliability. The simulation results show 52% improvement
on energy saving as compared to the conventional Hot spare system. Furthermore,
two orders of magnitude higher reliability can be obtained on average, while

preserving the same level of energy saving as compared to the state of the art lowenergy standby-sparing system (LESS).
The rest of the paper is organized as follows. Section 2 presents the application
and fault model. In section 3, we present our proposed standby-sparing scheme. In
section 4, different schemes of standby-sparing system as rival schemes is
demonstrated. Simulation methodology is discussed in section 5. We provide a
comprehensive quantitative comparison of our proposed scheme with rival schemes
in section 6 and finally section 7 concludes the paper.
2. SYSTEM MODEL
2.1 Application Model

In this work, we consider applications with N real-time tasks Γ={T1, T2, …, TN},
where the tasks must be scheduled and executed on the system. The tasks share a
common deadline D, which can be considered as the frame of the task set. We
consider that there is a specified precedence (data or control dependency) among
tasks which is modeled by a direct acyclic graph (DAG). This kind of frame-based
application model has been used in various research works [Rusu et al. 2003; Pop et
al. 2007; Devadas and Aydin 2012; Xu et al. 2007; Ejlali et al. 2012; Tavana et al.
2011; Zhu et al. 2004; Guo et al. 2011], and is common in some real-world real-time
embedded systems for being simple and deterministic [Xu et al. 2007; Rusu et al.
2003].
A sample task graph G = (N, E) is composed of some nodes and edges where N
represents a set of nodes and E represents the dependencies among them. Each task
in the task graph is modeled as a node while the control or data dependencies among
them are modeled as directed edges. In other words, ( Ni, Nj)  E shows that task j is
depended on the execution of task i. Whenever the summation of execution time of
all the tasks is less than the frame, any topological sort of DAG can be an acceptable
schedule. Without loss of generality, we consider a Breadth-First Sort (BFS) as a
baseline schedule, where lower breadth (level) nodes have higher priority to appear
in the schedule. Fig. 1, shows a simple illustrative example of a task graph which is
scheduled on a single processor system under BFS. The worst-case execution time
(WCET) for the task Ti at the maximum frequency/voltage, fmax/Vmax is denoted by
WTi and is written beside each node. Furthermore, each task has an actual execution
time ATi which varies depending on the probability distribution function (pdf) of
execution time [Aydin and Melhem 2004; Xu et al. 2007; Ejlali et al. 2012]. The
distribution of actual execution time for each task can be achieved through profiling.
2.2 Fault Model

The standby-sparing system can tolerate the permanent and transient faults [Koren
and Krishna 2007]. Tolerating permanent faults through standby-sparing system is a
classic solution that has been discussed in fault-tolerance literature and books
thoroughly [Koren and Krishna 2007; Pradhan 1996]. As a new research work that
implemented standby-sparing for tolerating permanent faults in humanoid robot
applications, we can refer to [Murakami 2008]. In this work, according to the
criticality of the task, the system can switch to cold or hot spare.
Due to the increased level of integration, shrinking the transistor size and lowering
voltage in modern semiconductor technology, embedded systems are more vulnerable
to transient faults. Some studies reported that the rate of the transient to permanent
faults can be 100:1 [Kopetz et al. 2004] and also the number of transient faults is
increasing with respect to the trend in semiconductor technology [Shivakumar et al.
2002]. Hence, In this work, we just focus on tolerating transient faults as the number
of these kinds of faults have been reported dramatically higher than the permanent

ones [Kopetz et al. 2004; Shivakumar et al. 2002]. In the literature, transient faults
in digital systems are assumed to be modeled as a Poisson process with the average
rate of λ [Ejlali et al. 2012; Zhu et al. 2004; Koren and Krishna 2007; Pradhan 1996].
Lowering processor voltage can effectively decrease the energy consumption, but this
can be obtained at the cost of performance and reliability losses. Lowering voltage
level decreases noise margin and consequently, increases rate of the transient faults
exponentially [Zhu et al. 2004; Shivakumar et al. 2002]. So, the fault model in DVSenabled processors can be expressed as [Zhu et al. 2004]:

( k )  0 .10

 ( 1 k )
( 1 min )

(1)

Where λ0 is the fault rate when the system operates at the maximum frequency, ρk
and ρmin are the normalized frequencies (i.e., the ratio of the operating frequency fk to
the maximum frequency fmax) when the system operates at fk and fmin frequencies
respectively, and Φ is a constant value which expresses the sensitivity of the system
to the transient faults with the voltage variation.
3. THE PROPOSED LOW ENERGY AND HIGH RELIABILITY STANDBY-SPARING SCHEME

Standby-sparing system comprises two identical processing units. The main
processor is called primary unit and feeds the output of the system. Another
processor is called the spare unit and it takes the control of system output whenever
an error is detected in the primary processor. It is worthy to notice that an error
detection mechanism must be embedded into the standby-sparing systems. Many
schemes have been developed and evaluated for fault detection in different
abstraction of design. To name a few, we can indicate self-checking, watchdog timers,
consistency check and acceptance check [Koren and Krishna 2007; Pradhan 1996]
that each of them can impose different latency to the system. Without loss of
generality, we consider error detection mechanism as a part of the software
architecture and is assumed to be applied at the end of the task execution to
determine if a task finishes successfully or not. Hence the error detection overhead
can be considered as a part of the task execution time [Eles et al. 2008; Pop et al.
2007; Ejlali et al. 2012; Tavana et al. 2011]. In the standby-sparing systems, if single

Fig. 1. a) A sample task graph for an application
b) The schedule with Breadth-First Sort on a single processor system

task is executed faultily, independent of fault occurrence on the primary or spare
processor, the fault can be tolerated. However, if the given task on the both primary
and spare is not finished successfully, the system may fail. Our proposed scheme by
employing both hardware and time redundancy techniques in some cases, can
tolerate such failures and increases reliability. It is noteworthy to say that during a
task execution, many transient faults can be occurred while in the system it has been
captured as one faulty task execution. Apart from the redundant hardware (i.e.,
spare unit) which enables fault-tolerance capability, spare processor imposes some
energy overhead to the system which can limit the utility of this fault-tolerant
scheme in energy constrained systems.
The proposed scheme like LESS and feedback-based standby-sparing system
[Tavana et al. 2011] applies DVS on the primary and DPM on the spare unit. In
LESS the slack time is just exploited for energy saving and fault-tolerance is
achieved through hardware redundancy. As opposed to LESS, in our proposed
standby-sparing scheme, we use a combination of time and hardware redundancy in
order to tolerate faults. To compensate the negative effects of DVS on the system
reliability, a portion of slack time is allotted for task re-execution to tolerate
additional fault. Since available slack time is not enough in most cases to schedule an
extra recovery task on the primary, an online task scheduling algorithm is exploited
besides our proposed energy management scheme to help the system to provide
enough slack time for re-execution. Using both proposed energy management coupled
with online task scheduling help the system to totally outperform LESS from a
reliability point of view while reducing energy consumption as much as that. In the
following, first we define design overheads and based on them introduce an energy
management scheme. Then the proposed online task scheduling and its relation to
the energy manager are articulated.
3.1 System complexity

Design and implementation fault-tolerance techniques in a safety-critical system
impose a layer of complexity to the system which must be dealt carefully by
designers. To clarifying different aspects of overheads in the standby-sparing
systems, we introduce them as follows:
—Voltage Transition overhead. In reality, whenever the processor decides to
change the voltage from Vi to Vj, it cannot happen immediately; indeed, a timing
penalty is imposed to the system which is modeled as [Burd and Brodersen 2000]:

 DVS (V i ,V j )  K V i V j

(2)

Where K is a constant value determined by voltage regulator. It is common in the
literature to consider worst-case of Eq. (2) as time overhead of voltage transition in
the system [Xu et al. 2007; Ejlali et al. 2012]. Hence, we also consider this
assumption and show the maximum time penalty of voltage transition by τDVS.
—Data communication overhead. Because the tasks are not independent of each
other in our application model, the data communication overhead between the
primary and spare processors should not be ignored. A simple table for the sent data
along with all the necessary data needed to activate each task in the spare unit must
be maintained within the primary processor. The primary processor should use a
timer to schedule these kinds of communications with the spare unit. Furthermore,
in the case of fault occurrence in the primary processor, the results produced by the
spare unit must be sent back to the primary in order to tolerate fault and continue
the execution. We consider the communication overhead sent from the primary to the
spare processor for task i is denoted by τicomm and the produced data sent back from
the spare to the primary processors after execution of task i is denoted by τicomm-back.

—Spare unit wake up time overhead. The time penalty to wake up the spare
processor from idle mode should be considered in designing the proposed system. It
should be noted, although by setting the processor into the sleep mode can preserve
power consumption profoundly, the time penalty to wake up from this state is not
tolerable in real-time systems. We denote the time penalty to wake up the processor
from idle mode by τw.
—Synchronization overhead. Whenever a task finishes successfully, primary
processor must inform the spare unit to drop the execution of the current task and
synchronize itself by the primary for execution of subsequent tasks. Moreover, in the
proposed scheme because the task scheduling is online and different in each frame,
(i.e., there is not a fix schedule) name of the successfully executed task must also be
sent to the spare processor. As explained before, the spare processor uses DPM to
reduce energy consumption meanwhile the synchronization information provided by
the primary processor can help the spare to program a timer in order to wake up
whenever is needed. In this paper, we denote synchronization overhead by τsyn.
3.2 Energy Management scheme

As explained before about the key points of the energy management scheme, there
are two different cases in the system from the energy manager point of view. To
explain further, we distinguish these two cases and discuss about scenarios of fault
occurrence in the system.
Case 1: There is enough slack time to accommodate an extra recovery task
on the primary processor. The primary employs DVS to reduce energy
consumption and the spare uses DPM to postpone the execution of the task and
reduce task overlap. The duration of the postponement is obtained through the static
or dynamic slack time of the system. Static slack time is deterministic slack and is
known at design-time, whereas dynamic slack is additional slack which is created
during the run-time when a task finishes its execution before pre-measured WCET.
Without considering which types of slack the task Ti uses, we denote the available
slack time in the system for the task Ti by SLKi.
In case 1 where an additional execution of the task is reserved and the remainder of
the slack time is used for energy saving, there are three significant scenarios which
can influence the energy manager.
—Fault-free scenario. This scenario which has been shown in Fig. 2. (a), considers
that the primary processor itself completes the execution successfully. After that the
necessary data to synchronize processors together must be sent by the primary
processor. This data helps the spare unit to schedule the next task to execute. By
considering the worst-case state of this scenario we have:
SLK i  (  syn   DVS ) WT i
(3)
Only the time overheads which are done sequentially after task execution on the
primary unit, can affect Eq. (3), and other overheads which overlap with task
execution on the primary unit are not appeared in time constraint equations of the
system. With considering Eq. (3) and reserving the enough time for recovery task on
the primary unit, the normalized frequency can be written as:
WT i
i 
(4)
SLK i  (  syn   DVS )
—Fault occurrence scenarios. If an error is detected on the primary processor, the
system executes both tasks (i.e., recovery task on the primary and spare units) at the
maximum frequency. It should be noted that the necessary data to activate the task
on the spare unit must be provided in advance. If the recovery task is executed
successfully on the primary unit (independent of state of the task on the spare unit),
synchronization data is sent to the spare processor to avoid continuation of task

Fig. 2. Illustration of different scenarios of case 1

execution and saves energy. This case has been shown in Fig. 2. (b). The dark
sections along with overheads are those parts of the tasks which contribute to the
overall energy consumption. By considering the worst-case state of this scenario we
have:
SLK i  (  syn  2 DVS ) WT i
(5)
And respectively:

i 

WT i
SLK i  (  syn  2 DVS )

(6)

If the recovery task on the primary processor also becomes faulty, the spare unit will
provide the necessary data by executing the faulty task on the spare unit according to
the schedule. This case has been presented in Fig. 2 (c). The time overhead for
sending back the result of the execution by the spare processor and the
synchronization information has been shown by τicomm-back and τsyn respectively. In this
scenario we must have:
SLK i  (  icomm back  2 DVS   syn ) WT i
(7)
And respectively:

i 

SLK i  (  i

WT i
 2 DVS   syn )

comm back

(8)

Only the time overheads which are done sequentially after task execution on the
primary unit, can affect the time constraint equations, and other overheads which
overlap with task execution on the primary unit are not appeared in these equations.
If the system meets the requirements of executing task in case 1, then the frequency
of the primary unit in the worst-case scenario by considering Eq. (4)(6)(8) can be
simply written as:

i  max{ min ,

SLK i  (  i

WT i
}
 2 DVS   syn )

comm back

(9)

Even though in this case using slack time is conservative for energy saving, by
driving the system to execute most of the time in this case, achieving both high
reliability and low energy consumption is possible. Using online task scheduling
which is explained in section 3.3 is aimed at achieving both criteria at the same time.
Case 2: There is not enough time to allot an extra recovery for the task in
addition to the normal execution. In this case, to reduce overlap execution time,
the spare unit uses DPM and the primary unit uses maximum frequency. The reason
behind using this scheme is twofold. Firstly, the reliability of the system is not
compromised by voltage level reduction. Second, the slack time in this case is not
consumed, hence assists the system to go to the case 1 and saves energy
consumption. In this case, the primary unit uses the maximum frequency (ρi = ρmax
=1).
—Fault-free scenario. This scenario which has been shown in Fig. 3. (a), considers
that the primary processor itself completes the execution successfully. Similar to the
fault-free scenario of case 1, the necessary data to synchronize the processors
together must be sent to the spare processor.
—Fault occurrence scenarios. If an error is detected on the primary processor, the
spare unit handles the execution for fault tolerance purposes. Then the results along
with the synchronization data are sent back to the primary processor. This case has
been presented in Fig. 3. (b). Dark parts of the tasks contribute to the overall energy
consumption. The white sections do not contribute to the energy consumption and are
either parts of the task which are dropped because the primary unit has executed the
task successfully or those parts of the task which are not executed due to the
execution less than WCET.
If the system goes to the case 1 for execution of a task, successful execution of one
task out of three (i.e., two task are scheduled on the primary and one on the spare)
can guarantee the safe execution of application. However, in case 2 one out of the two
tasks (i.e., one task is scheduled on the primary and one on the spare) must be
executed successfully. By considering two above mentioned cases, the energy
manager formulation for specifying execution frequency in the primary processor can
be simply written as below:
WT i

if SLK i  (  icomm back  2 DVS   syn ) WT i
Max{  min , SLK  (  comm back  2
i  
i
i
DVS   syn )

max
otherwise


Fig. 3. Illustration of different scenarios of case 2

(10)

Because the processors have a set of discrete frequencies, the ρi which is continuous
should be somehow mapped to the discrete ρk (1 ≤ k ≤ M) and corresponding fk. In the
rest of the paper, we define ρi,k to mention the discrete frequency selected for task T i.
The frequency selection is done by mapping continuous frequencies to discrete ones
provided that the task deadlines are not violated. To obtain high reliability and
energy efficiency simultaneously, proposed energy manager should be used in
conjunction with the online task scheduling scheme which is discussed in the
following.
3.3 Online Task Scheduling

As explained before in the application model in section 2.1, any topological sort can
be a feasible schedule for the application provided that timing constraints within a
frame are not violated. It is not necessary to have a static offline schedule, but we
suggest doing it online to achieve better reliability and energy saving. For this
purpose, a queue of ready to execute tasks must be kept in order to store those tasks
which do not violate topologically sort rule (i.e., data and control dependencies). The
dispatcher selects the tasks from this Ready Queue (RQ) based on the task
scheduling algorithm. The aim of this algorithm is to choose those tasks that (i) as a
first priority meets the case 1 of the proposed energy manager (where can reduce
voltage and schedule an extra recovery task), and (ii) as the second priority create
more slack time in the system. If none of the tasks in the RQ can meet the case 1,
then a prospectively helpful task should be dispatched. A prospective task is the one
that can help the other tasks to probably meet the condition of case 1 in the future.
The proposed algorithm for online task scheduling is presented in Algorithm 1. The
input of the algorithm is the tasks in the RQ and the output is a nominated task
which is more appropriate to dispatch from both energy saving and reliability
standpoint. In line 1 those tasks in the RQ that satisfy SLKi-(τicomm-back+2τDVS+τsyn) ≥
WTi condition (i.e., first case of Eq. (10)), are nominated for execution. From
Short_listed_tasks, the one that is expected to produce more slack time is nominated
for execution and is selected by function Max_ESi (line 4). ESi which is defined as the
expected additional slack time after execution of Ti, is the subtraction of WTi from the
expected value of ATi. In other words, if considering the task Ti with the probability
density function where pdf(Ti, x) means the probability that execution of Ti takes x
seconds time, the expected additional slack time after execution of task T i can be
written as:
WT

ES i WT i 

 x .pdf (T

i

,x )

(11)

0

ESi for each task is a constant value and is known at design-time. However, if none of
the tasks in RQ can satisfies the case 1, the Short_listed_tasks becomes empty and
the task must be executed with the highest frequency (case 2). In this case, one of the
prospective tasks is nominated for execution. The procedure of Prospective_task
Algorithm 1: The Proposed Scheme for Online Task scheduling
Input: all the tasks in Ready Queue (RQ)
Output: Nominated_task
begin
1:
2:
3:
4:

Short_listed_tasks=
if Short_listed_tasks is empty
Short_listed_tasks = Prospective_task()
Nominated_task = Max_ESi (Short_listed_tasks)
end

Algorithm 2: The Prospectively helpful Task Selection Procedure
Output: Prospective_tasks

1:

2:
3:
4:
5:
6:

For each task Ti in RQ
begin
Dependent_Ti_Tasks = find the children tasks of Ti which can be
directly executed after Ti execution
For each Task Tj of Dependent_Ti_Tasks
if (

)

Increase Prospective factor of Ti by 1
Prospective_tasks = Ti with the maximum Prospective factor
end

which is invoked at line 3, finds the best tasks in the RQ which is expected more
helpful in the future. If more than one task is selected, in line 4 the one which has
the greatest ESi is nominated. Pseudo code of the Prospective_task procedure has
been shown in Algorithm 2. For all the tasks in RQ, this algorithm finds those
children tasks which can be executed directly without violating the topological order
of the task graph (line 2). Then a task (or tasks) which has (have) the largest
prospective factor is nominated for execution. For children of task T i, more tasks
which can satisfy condition of SLKi-(τicomm-back+2τDVS+τsyn) ≥ WTj, help Ti to have more
prospective factor and consequently give more chances to the task to execute sooner
(lines 3-5). Eventually a task or tasks which can obtain maximum prospective factor
is (are) returned (line 6).
To have a high level view of our proposed scheme in a nutshell, we have illustrated
the components of that in Fig. 4. With respect to the application task graph, after
execution of each task, the ready queue is updated. Online task selection algorithm
selects a task for execution which is more appropriate based on its criteria. Then
dispatcher performs the required bookkeeping to start the task. Meanwhile, energy
manager alters the frequency register of the primary processor through the APIs
provided by Real-time operating system (RTOS). By writing the desired value into
the frequency register, supply voltage and frequency are changed. DC/DC converter
reads this value and decides on setting the voltage to Vk. According to the voltage
changes, voltage controlled oscillator (VCO), continuously gets feedback from
processor voltage (i.e., Vk) and adapts the processor frequency (i.e., fk) to the
corresponding voltage [Schmitz et al. 2004]. The spare processor does not need any
voltage scaling and just must have scheduled the times to wake up the processor and
execute the task.
3.4 Energy Consumption Model

Energy consumption in the processor consists of static and dynamic energy
components. The dynamic power of the processor when is executing task Ti can be
written as [Schmits et al. 2004; Wang and Mishra 2012; Ejlali et al. 2012]:
PD (T i )  C eff V i 2 f i
(12)
Where Ceff is the average switching capacitance of the processor. Vi and fi are the
operating voltage and corresponding frequency of the processor when the task Ti is
being executed on the processor. The static power consumption of each task Ti can be
modeled as [Ejlali et al. 2012]:

PS (T i )  I SubV i = I 0 e

-

v th

 .VT

V
. i

(13)

Fig. 4. Conceptual view of our proposed scheme

Where ISub is the leakage current, I0 and η are both technology dependent parameters,
Vth is the threshold voltage of transistors, and VT is the thermal voltage. We assume
that when the system does not execute any task, the processor goes to the idle state
and executes no-op instructions with the minimum frequency. The Pidle which is the
intrinsic power for keeping the processor ON, models this kind of power consumption
which is constant and independent of running tasks [Xu et al. 2007; Wang and
Mishra 2012]. Hence, the overall power consumption when the task Ti is executing on
the processor can be computed by considering all the above mentioned three power
components:
PTotal (Ti )  Pidle  PD (Ti )  PS (Ti )
(14)
We consider the processor provides Μ discrete frequencies. Using each operating
frequency leads to a distinct power consumption in the system. For deriving an
accurate system-level power consumption model for the processor which is relaxed
from the technology parameters, a system designer can use the nominal power
characteristics provided in the processor's datasheet. In this way, for the task T i
where is executed at frequency fk (1 ≤ k ≤ M) the energy consumption E(Ti) can be
written as [Xu et al. 2007]:
AT
E (T i )  [Pidle  i P (f k )] i
(15)

i , k

P(fk) is the system power consumption, including both dynamic (i.e., PD) and static
power (i.e., PS) when the operating frequency is fk. Since different tasks use different
instructions and resources, the energy consumption of them may vary. In other
words, a task may consume less or more energy than another task at the same
processor frequency. Parameter βi models this kind of variation and can be achieved
by profiling. The last term, ATi/ρi,k presents the actual execution time of the task
when it is executed at ρk frequency. ρk is the normalized frequency of the task Ti (i.e.,
the ratio of the operating frequency fk to the maximum frequency fmax) when the
system operates at fk frequency.
—Computing energy consumption of the proposed standby-sparing system.
Since the system mainly operates in fault-free scenarios, we just consider these cases
for finding a close form formula for energy consumption [Ejlali et al. 2012]. Without

consideration of which case of energy management scheme is used by the primary
processor, we can write the energy consumption of that as follow:
AT
E Pr (T i )  [ i P (f k )]  Pidle  i  DVS  syn
(16)

i , k

Where ξDVS and ξsyn are energy overhead of voltage transition and synchronization,
respectively. The energy consumption of spare unit is highly dependent on actual
execution time of the task and available slack time SLKi. For formulating the energy
consumption of spare processor, we define ψi as ATi/ρi,k + τDVS + τsyn. We can write the
energy consumption of the spare processor as follows (the related calculations for this
equation have been provided in Appendix A):
 i Pidle
 i  SLK i  (w   icomm )

comm
SLK i  (w   icomm )   i  SLK i  w
 i Pidle  i
E Sp (T i )  
(17)
comm
 w
SLK i  w   i  SLK i
 i Pidle  i
 P   comm    [  SLK ][  P (f )  P ]
SLK i   i
i
w
i
i
i
max
idle
 i idle
Hence the total energy consumption of the proposed standby-sparing system, while
executing task Ti can be written as:
E system (T i )  E Pr (T i )  E Sp (T i )
(18)
And similarly, the energy consumption of the whole task graph within a frame can be
computed by the following equation:
N

E
i 1

system

N

N

i 1

i 1

(T i )  E Pr (T i )  E Sp (T i )

(19)

Depending on how much slack time is used by the primary processor, the energy
consumption of the spare unit can be varied. On one hand, by exploiting more slack
time for the primary processor, the contribution of the primary processor on total
energy consumption can be reduced; but on the other hand, this may lead to
excessive energy consumption by the spare processor. The amount of slack time used
by each task can impact the energy consumption of other tasks. In addition the
stochastic behavior of task execution times hardens finding global optimum solution.
In this paper we also use Eq. (19) to find global optimum solution called the
clairvoyant scheme to find the distance of different energy management schemes to
that.
3.5 Reliability Analysis

The primary unit as the main processor is responsible for fault tolerance mechanism.
Whenever the execution of a task completes successfully, primary unit informs the
spare unit by sending synchronization data, then the spare unit discards the
execution of the current spare task. In the case of error detection, primary unit lets
the spare complete the execution and feed the output. In our proposed scheme,
whenever an extra recovery execution is accommodated to the primary unit, in the
case of erroneous execution, the recovery task is executed and the spare task is also
executed on the spare unit. The probability of faulty execution of task T i on the
primary processor which is denoted by FPprimary(Ti, λ(ρi,k)) with the normalized
frequency ρi,k and the corresponding λ(ρi,k) is given by [Zhu et al. 2004; Koren and
Krishna 2007]:
FPPrimary  Ti ,   i

  1  e

 AT i
  ( i ) 
 DV S
 i ,k





(20)

Where λ(ρi,k) is the fault rate when a processor operates at the ρi,k frequency (section
2. 3), ATi/ρi,k is the actual execution time of the task Ti and τDVS is time overhead of
voltage transition. The failure probability of the spare unit is also:
FPSpare  Ti , 0   1  e

 0  AT i w



(21)

Therefore by considering Eq. (20) and (21) the reliability of the system while
executing task Ti in case 1 can be written as:





R(Ti )  1  FPPrimary Ti ,   i , k   FPPrimary  Ti , 0   FPSpare  Ti , 0 



(22)

In the same way, the reliability in case 2 can be written as:

R(Ti )  1  FPPrimary  Ti , 0   FPSpare  Ti , 0 

(23)

Using Eq. (22) and (23) , when a task graph with N tasks is executed on the
proposed standby-sparing system, the total reliability of the system is:
n

RTotal   R (Ti )

(24)

i 1

We use Eq. (24) to calculate and compare the reliability of the proposed scheme
with the others. We report the average reliability after several executions of
applications on different standby-sparing systems. Reporting reliability level
probabilistically can help system level designers to quickly choose an effective
scheme; however, for safety-critical systems one must guarantee the certain level of
reliability at design-time. This problem is the major drawback of other proposed
standby-sparing system such as [Ejlali et al. 2012] and [Tavana et al. 2011] where
guaranteed reliability level has not been considered beforehand in energy
management algorithm. Our proposed scheme not only can achieve high level of
reliability probabilistically at run-time, but also can guarantee the high level of
reliability at design-time. In other words, the worst case of reliability has been
bounded and is computable. Whenever the condition term in Eq. (10) is not satisfied
the primary processor works with maximum frequency and the reliability level is as
much as conventional Hot spare system. In the case of satisfying condition term in
Eq. (10), the primary processor may operate at any frequency from ρmin to ρmax.
Because our system tolerates extra fault by allocating slack time for re-execution at
full voltage-frequency, even with lower voltage/frequency, it can obtain higher

Fig. 5. Failure probability comparison with different frequency and sensitivity

reliability than Hot spare. To clarify this condition we have compared failure
probability of our system with different frequencies (ρi) and sensitivities (Φ) to Hot
spare. Consider ρi changes from 0.1 to 1 with 0.1 steps and λ0 is equal to 10-4 . Fig. 5
shows that allocated time for re-execution can totally compensate the reliability
reduction caused by voltage scaling. As a result, overall reliability of the system
which can be computed by multiplying reliability of each task can be guaranteed that
is not less than Hot spare system in the worst-case.
4. RIVALS SCHEMES
4.1 Clairvoyant solution

The clairvoyant solution is a classic approach which is not practical but shows the
upper bound of energy saving in the system. This solution is assumes to know all the
actual execution time of tasks in advance and assigns voltages/frequencies to each
task so that total energy consumption is globally minimized. Clairvoyant solution is
the ultimate ideal case and can be served as a reference to show how close other
solutions are to the best solution. The total energy consumption in both primary and
spare units within a frame of the application can be written as:
N

E
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N

system

i 1
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 [ i P (f k )]  Pidle 

i , k
i 1 
N

  P
N

i 1

i

N

(T i )  E Pr (T i )   E Sp (T i ) 

idle

i 1


  N ( DV S  syn ) 


(25)

 icommu ( i  SLK i   icomm  w )  w u ( i  SLK i  w )  [Pidle   i P (f max )]r ( i  SLK i ) 

u(t) and r(t) are Heaviside step and ramp function respectively. The detailed
calculation of Eq. (25) which is objective function of the optimization problem is
thoroughly provided in Appendix A. The only constraint of the optimization problem
is that, the maximum execution time of the application in the worst-case scenario
must not violate the deadline. The critical path of application execution flow is
mainly dependent on the primary processor and fault scenario. In the worst-case
scenario, if all the tasks on the primary processor are executed faultily, and the spare
unit takes control of producing tasks outputs, τsyn and τicomm-back time overheads
should be considered in the critical path. Hence, the constraint of optimization can be
written as:
N 

AT i
  DVS   syn   icomm back   D

(26)



i 1 
i ,k

For solving the optimization problem, we have used the General Algebraic Modeling
System (GAMS) as a high-level modeling system for mathematical programming and
optimization [GAMS 2012]. Since our discussed model is a Mixed-Integer
Programming problem, we exploit the CPLEX solver as a high-performance LP/MIP
solver from IBM [CPLEX]. The optimization results will be presented in the results
and discussion section as the clairvoyant solution.
4.2 Hot Spare

Two conventional standby-sparing schemes which are popular in the fault-tolerance
literature are hot and cold standby-sparing systems [Koren and Krishna 2007;
Pradhan 1996]. Wherever the cold spare is used, the spare unit is off until an error is
detected during the execution of the primary unit. In this case, the spare unit powers
up and continues the execution. Due to the high latency of the spare unit to start up
and take control of the system, this case is not applicable in the real-time systems

where time constraints are a major concern [Ejlali et al. 2012]. On the other hand, in
hot standby-sparing the spare unit executes the application in parallel to the primary
unit and can help the primary unit to feed the system outputs in almost no time. Fig.
6, shows the hot standby-sparing scheme. This scheme is fairly simple and does not
have some overheads which are produced in our proposed scheme. Moreover, the use
of the highest voltage level for executing tasks provides a good level of reliability for
the system. However, energy overhead of 100% compared to the single processor
system is imposed to the system which makes its usage limited in energy constrained
systems. To convey the concepts easily, in the rest of this paper, for each rival scheme
we ignore the bus activities in the illustrations and just depict the primary and the
spare processors. Furthermore, for fluency and lucidity in explaining the gist of rival
schemes, we have not shown system overheads and deadlines in the figures.
4.3 DPM on the Spare

In this scheme the spare unit uses Dynamic Power Management DPM [Schmitz et al.
2004] to postpone the execution of the given task as long as possible to reduce the
overlap between tasks. Fig. 7, shows DPM on the spare scheme. When a task on the
primary processor finishes successfully, synchronization data is sent to the spare
processor to discard the execution of the current task in order to avoid excessive
energy consumption. It is noteworthy to say again that just the dark sections of both
tasks contribute to the energy consumption.
4.4 DVS on the Primary, DPM on the Spare

In this scheme as shown in Fig. 8 the primary unit uses DVS to reduce the energy
consumption and the spare unit uses DPM to provide a reliable backup for the
primary unit. Spare unit determines the lower bound reliability of the system [Ejlali
et al. 2012]; hence by using DVS for the spare, overall reliability of the system would
be profoundly degraded. In this scheme, the slack time is used for reducing the
energy consumption, however, selecting the appropriate frequency and corresponding
voltage for the primary unit is a challenging problem. Using lower frequencies, on
one hand can dramatically reduce the energy consumption of the primary unit, and
on the other hand, may increase the overlap between two tasks and increases the
energy consumption of the spare unit. Moreover, energy minimization for an isolated
task is not a good solution, and the interaction of the current task with subsequent
tasks must be also considered [Tavana et al. 2011]. In other words, the voltage level
which is optimum for a single task may drive the overall energy consumption of the
system far from the global optimum. With respect to this issue, different energy
manager schemes for the primary unit have been proposed:
—Greedy scheme. Since subsequent tasks have more opportunities to use the
dynamically created slack time by the earlier tasks, this scheme allocates all the
available slack time for the current task. This scheme distributes slack time near
to even for all the tasks [Schmitz et al. 2004]. Despite good energy saving of this
scheme for the single processor [Moss´e et al. 2000], exploiting that in standby-

Fig. 6. Hot standby-sparing scheme

Fig. 7. DPM on the spare scheme

Fig. 8. DVS on the Primary, DPM on the
Spare

Fig. 9. DVS on the Primary, DVS
on the Spare

Fig. 10. DVS on the Primary,
DPM-DVS on the Spare

sparing system is not a good solution from the energy consumption point of view
[Tavana et al. 2011].
—Stochastic optimization scheme (LESS). For many real-world applications,
task execution times vary significantly from their worst-case execution times and
in some cases fluctuate from 20% to 100% of worst-case execution time [Wegner
and Mueller 2001]. Due to the stochastic behaviour of each task, [Ejlali et al. 2012]
provides stochastic optimization solution for energy minimization in standbysparing systems. This scheme which has been called Low-Energy Standby-Sparing
or LESS, minimizes the overall energy consumption based on the expected
execution time of the tasks (i.e., the mean value of the execution time of the task
based on its probability distribution function). Since the application model is based
on stochastic workloads, this solution provides a stochastic optimization to reduce
the total energy consumption. The clairvoyant scheme which originally presented
in this paper is the exact global optimization solution, but this scheme is
applicable only if the actual task execution times are known beforehand at designtime and is not practical in real applications.
—Feedback based scheme. The feedback based scheme [Tavana et al. 2011]
considers that there is a kind of correlation among execution times of task
instances. So, this technique tries to minimize the overall energy consumption by
considering the history of the task instances, current utilization (ratio of ATi/WTi)
and expected execution times of the tasks in the near future. Although in that
work, the energy manager is based on the optimum voltage reduction which is
introduced for an isolated task, a layer which is named slack distributor works in
conjunction with that to distribute slack time among tasks such that the overall
energy consumption becomes minimized.
4.5 DVS on the Primary, DVS on the Spare

DVS on both processors (Fig. 9) degrades the reliability of the system dramatically
which is at odds with objectives of designing a highly reliable standby-sparing
system. Moreover, the energy consumption of this approach is not as good as other
solutions. So, we do not suggest applying this scheme for energy constrained or even
high reliability systems. However, we consider this scheme in our simulations to
compare with other schemes.
4.6 DVS on the Primary, DPM-DVS on the Spare

In this scheme the primary processor uses DVS and the spare processor uses DVS
and DPM at the same time to decrease energy consumption. All the combination of
voltages is checked before execution of the given task and a pair which minimizes
energy consumption is selected for the processor. Using DVS and DPM for the spare
processor imposes an extra level of complexity to the system as compared to other

schemes. We define ηi as WTi/ρi,k + τDVS + τsyn and the postponement of the spare unit
by Δi. The tentative minimum energy consumption based on the worst-case execution
time can be written as (the related calculation of this equation can be found at
Appendix B):
Min  E Pr (T i )  E Sp (T i )  
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However, during the execution, the pre-computed minimum case may not happen
due to the less than worst-case execution time of the given task.
5. SIMULATION METHODOLOGY

To evaluate different schemes of standby-sparing system, we developed a C++
simulator environment. The Core of the simulator co-operates with different logical
parts. Fig. 11 presents the holistic view of the simulation environment. In the
following, we describe each section of the simulation environment.
—Processor Model. Our energy model is a realistic model which only depends on
the information obtained through the energy profiling of the task graph. The selected
processor platform is considered to be Intel Xscale (Table 1) which fk and P(fk) of the
energy model are obtained from that [Xu et al. 2007]. The α parameter is the idle
power which is considered one half the power consumption of the processor at the
minimum voltage (i.e., 40 mW) [Contreras and Martonosi 2005]. Also βi parameter is
considered between 0.8 and 1.2 to models power variation of tasks on the processor.
—Application Task Graph. A large number of task graphs were synthesized
through TGFF [Rhodes et al. 1998]. We tried to have different numbers of task
graphs with various characteristics. For better presentation, we also express each

Fig. 11. Simulation environment

Table 1: Xscale processor specification [Xscale 2005]
(Speed, Voltage, Power Consumption)

Speed(MHz)

150

400

600

800

1000

Voltage(V)

0.75

1

1.3

1.6

1.8

Power(mW)

80

170

400

900

1600

Level
task graph by TG Node
notation. The number of nodes and edges with the
/ Edge

corresponding level of the task graph can give an insight about the density of graph
and scattering of nodes towards breadth or depth. We also assume three different
forms of static slack time in our simulations: Zero slack time, where there is no slack
in the schedule, Small slack time, where the available slack is equal to the minimum
worst-case of the task execution time in the task graph, and large slack time, where
there is available slack time equal to the maximum worst-case of task execution time
in the task graph.
—Workloads. With respect to the application, each task can have ATi with different
probability distribution. Like previous works [Ejlali et al. 2012; Haque et al. 2011;
Aydin et al. 2004], we generate three kinds of stochastic workloads with uniform,
normal and exponential distribution. These three distributions are randomly
assigned to the tasks. ATi varies between a worst case execution time (i.e., WT) and a
best case execution time (i.e., BT) for each task. WTs are considered to be from the
range of 20ms to 100ms which is selected uniformly. BT is also changes randomly
from 0.2WT to 0.8WT. For each distribution, the mean value is set to (WT+BT)/2.
Moreover, the standard deviation parameter of the normal distribution is assumed to
(WT-BT)/6 which ensures that almost 98% of all the generated ATi will be in the
range of [BT,WT] [Aydin et al. 2004]. Whenever the generated ATi is beyond the
expected range, then the value is regenerated to meet the ATi  [BT,WT].
—Standby-Sparing Schemes. The proposed scheme of standby-sparing along with
rival schemes which are presented in Section 3 and 4, respectively, are considered in
our simulations. These schemes namely include, Hot spare, DPM on the spare, DVS

on the primary, DPM on the spare, DVS on the both processors, DVS on the primary,
DPM-DVS on the spare. Wherever DVS is used by the primary unit, energy

management scheme plays a crucial role in the total energy consumption of the
system. We evaluate Greedy, LESS, our proposed energy management with and
without online task scheduling (namely POEMTS and POEM) and Clairvoyant
solution. When there is no correlation among execution times of task instances, using
feedback-based approach [Tavana et al. 2011] is not useful. Therefore, as our
simulations are based on the stochastic workload, we ignore this scheme in our
simulations. We also consider the time and energy overheads imposed by our energy
management and online task scheduling such that the implementation of those were
written in standard C and compiled with Wasabi Cross compiler [Wasabi Systems
Inc.] using -O3 optimization option and executed on XEEMU [Herczeg et al. 2007]
Xscale simulator. Computation overhead of energy manager is quite small. Even
though there are two nested loops in the task scheduling algorithm, the number of
iterations is just a few because a small subset of all tasks resides in RQ at each
execution step. The task graph, worst-case execution times and any other constant
parameters are determined statically at design-time. Our evaluation shows that the
time overhead is between [5-12]μs with the highest frequency and [32-82]μs with the
lowest frequency. The energy overhead also varies from 2.5μJ to 20μJ with respect to
the operating voltage, number of tasks in RQ and corresponding children tasks.
—Systems Overheads. The energy and time overheads of each voltage changes
(i.e., ξDVS and τDVS respectively) in the processor model are reported 1.2μJ and 12μs,
respectively [Xie et al. 2003] which is considered in the simulation procedure.

Moreover, the wake up time overhead (i.e., τw) is reported 1μs based on the processor
datasheet [Xscale 2005]. The energy overhead of wakeup time from idle to active
state of the processor is not reported in the datasheet which seems it is quite
negligible; however, we assume 100μJ is the energy penalty of the processor power
state change. We consider the communication time overhead (i.e., τicomm) for task Ti is
between [0, 4000] μs, where zero means there is no communication and there is just a
control dependency between Task Ti and other task. The energy overhead of
communication (i.e., ξicomm) is considered relative to the time penalty, and there is
between [0, 4000] μJ. It is notable to say, the time and energy penalties of
communication for task Ti, is equal to the τicomm-back and ξicomm-back for the subsequent
task. We also assume, the synchronization time and energy overheads (i.e., τsyn and
ξsyn) are equal to 1ms and 1mJ respectively.
—Sensitivity to the voltage scaling. As mentioned in the fault model in section
2.2, Φ which presents the sensitivity of the system to the transient fault with the
voltage scaling is set 2 to 5. If we set Φ equal to 3, this means by changing the
frequency of the processor from 1000MHz to 800Mhz the rate of the transient faults
increase by 5 times. We also consider the fault rate λ0 where the maximum voltage
frequency is employed, is equal to10-6.
—Energy and Reliability. Energy and reliability are two interested outputs of the
simulator which are evaluated after execution of 10000 frames of each task graph.
The average energy consumption is computed through the presented energy model
and systems overheads with considering the parameters from processor model. The
system reliability is also computed on average within 10000 frames. For obtaining
the results of the clairvoyant scheme, we have extracted all the interested
parameters from the simulator into excel sheets. Then, the optimum (minimum)
energy consumption is achieved through the GAMS tool [GAMS 2012]. Once again,
the computed voltages for all tasks are sent back to the reliability computation
component of the simulator through the excel sheets to calculate the reliability of the
system with clairvoyant scheme.
6. RESULTS AND DISCUSSIONS

In this section, the impacts of the proposed standby-sparing scheme on the energy
consumption and reliability are evaluated. The main contribution of our work is
proposing a new energy management scheme coupled with an online task scheduling
which improves energy and reliability as compared to the other schemes. To evaluate
the proposed standby-sparing system, two sets of synthetic task graphs are
synthesized with TGFF [Rhodes et al. 1998] under stochastic workloads. One set is
generated with the same number of tasks (10, 20, 30, 40 and 50 tasks) each of them
with five different topologies (i.e., different numbers of edges and levels). Another set
is composed of 21 different task graphs with various numbers of tasks (nodes), edges
and levels. The comparison of energy consumption and failure probability on the
latter task sets has been reported for different schemes of the standby-sparing
system in Table 2 and Table 3. Table 3 has been devoted to the all previously
discussed DVS on the primary, DPM on the spares schemes. This should be noted
that all the energy values have been normalized proportionate to the Proposed online
Energy Management and Task Scheduling (POEMTS). Moreover, we account the
Proposed Online Energy Management (name it POEM) without online task
scheduling in our simulations to assess the effects of online scheduling on both
energy consumption and reliability. The Hot spare scheme, despite providing a high
level of reliability has the worst energy consumption among all the others (2.13 times
worse than POEMTS on average). The inefficiency of this scheme is more dramatic
when the number of tasks grows in the application. DPM on the spare provides the

same level of reliability as compared to the Hot spare scheme while consumes less
energy than that. Using DVS on both processors not only results in more energy
consumption than DPM on the spare scheme, but also the reliability loss more than
three orders of magnitude on average make it the non-competitive scheme as
compared to the others. By juxtaposing Table 2 and Table 3, we can see that DVS on
the primary, DPM-DVS on the spare, can help to save energy as much as POEM
scheme, especially when the number of tasks is small (the upper half of Table 2), but
the reliability comparison shows that its reliability loss is profound. In the class of
DVS on the primary, DPM on the spare schemes which is shown in Table 3, greedy
scheme has the worst energy saving among the others. Although this scheme uses
DVS, the energy saving is less than that achieved by DPM on the spare scheme.
Furthermore, the degradation of reliability caused by voltage scaling consequences
that this scheme has no advantages over DPM on the spare scheme. LESS is an
effective scheme to save energy consumption as consumes energy almost as equal as
POEMTS scheme, however, increasing failure probability almost two orders of
Table 2: The Energy Consumption and Failure Probability Comparison of Different Standby-Sparing Schemes

Standby-sparing schemes
Task Graphs

*

Normalized Energy Consumption

Average

Failure Probability

DPM on
the Spare

Hot
Spare

DVS on
both
processors

DVS on the
Primary,
DPM-DVS
on the
Spare

1.07

1.61

1.18

0.95

10-7.89

10-7.89

10-4.16

10-4.38

0.98

1.16

1.12

0.91

10-7.81

10-7.81

10-4.56

10-4.69

1.19

1.77

1.51

0.96

10-7.78

10-7.78

10-4.85

10-4.85

1.23

1.98

1.63

1.09

10-7.53

10-7.53

10-4.24

10-4.25

1.13

1.55

1.38

0.99

10-7.59

10-7.59

10-4.13

10-4.24

1.25

2.04

1.81

1.20

10-7.30

10-7.30

10-3.93

10-3.97

1.17

2.01

1.62

1.08

10-7.25

10-7.25

10-3.96

10-4.30

-7.25

-7.25

-3.67

10-3.82

DPM on
the
Spare

Hot Spare

DVS on
both
processors

DVS on the
Primary,
DPM-DVS on
the Spare

1.27

2.25

1.67

1.08

10

10

10

1.16

2.04

1.69

1.09

10-7.19

10-7.19

10-3.99

10-4.02

1.25

2.26

1.69

1.13

10-7.19

10-7.19

10-3.94

10-4.01

1.22

2.30

1.85

1.20

10-7.13

10-7.13

10-3.76

10-3.86

1.27

2.35

1.85

1.22

10-7.13

10-7.13

10-3.84

10-3.89

1.21

2.15

1.75

1.18

10-7.17

10-7.17

10-3.74

10-3.78

1.24

2.30

1.81

1.27

10-7.06

10-7.06

10-3.56

10-3.66

1.22

2.24

1.71

1.18

10-7.00

10-7.00

10-3.54

10-3.62

1.26

2.35

1.85

1.20

10-6.95

10-6.95

10-3.85

10-3.93

1.22

2.25

1.87

1.27

10-6.81

10-6.81

10-3.57

10-3.90

1.33

2.45

1.91

1.32

10-6.76

10-6.76

10-3.53

10-3.57

1.30

2.32

1.81

1.22

10-6.75

10-6.75

10-3.48

10-3.49

1.29

2.43

1.86

1.24

10-6.75

10-6.75

10-3.50

10-3.54

1.31

2.46

1.91

1.24

10-6.74

10-6.74

10-3.50

10-3.59

1.22

2.11

1.69

1.14

10-7.07

10-7.07

10-3.76

10-3.85

*Normalized Energy Consumption = Energy consumption of each standby-sparing schemes (mJ) / Energy consumption of
the Proposed Scheme with Online Task Selection (POEMTS) (mJ)

magnitude on average as compared to POEMTS is a negative side of that. As the
results show, even though the complexity of the POEM scheme where online task
scheduling is not employed is lower than POEMTS, using online task scheduling can
improve both energy consumption and system reliability. The clairvoyant scheme
shows that where the number of tasks is small there is up to 10% gap to save more
energy. This gap further increases (almost 15-20%), with increasing the number of
tasks. However, this energy minimization is achieved at the cost of dramatic
degradation on the systems reliability. To put it differently, even though clairvoyant
scheme shows 16% more energy saving on average as compared to POEMTS, this can
be obtained at the cost of almost three orders of magnitude reduction on reliability.
In our evaluation, we also considered a chained-based task graph where there is an
application with 7 chain tasks (first row in the tables). In this case, even though
POEMTS scheme consumes a little bit more energy than LESS and DVS on the
primary, DPM-DVS on the spare schemes, reduction of more than one order of
magnitude and three orders of magnitude is observed on failure probability,
respectively.
In Fig. 12 , the average energy consumption of various standby-sparing schemes
Table 3: The Energy Consumption and Failure Probability Comparison of Different DVS on the Primary, DPM
on the Spare, Standby-Sparing Schemes
DVS on the Primary, DPM on the Spare Standby-sparing schemes
Task Graphs
Normalized Energy Consumption
Greedy

Average

LESS

POEM

Clairvoyant

Failure Probability
Greedy
-6.47

LESS

POEM

Clairvoyant

10-8.13

1.00

0.89

10

0.95

0.94

1.02

0.90

10-7.05

10-7.65

10-7.85

10-4.13

10-7.87

1.21

1.07

1.20

0.90

10-6.53

10-6.86

10-7.91

10-5.83

10-7.97

1.36

1.06

1.21

0.89

10-6.40

10-6.69

10-7.71

10-4.47

10-7.87

1.15

1.01

1.16

0.87

10-6.42

10-6.66

10-7.83

10-4.77

10-7.89

1.47

1.12

1.33

0.82

10-6.16

10-6.30

10-7.51

10-5.76

10-7.64

1.35

0.97

1.15

0.84

10-6.05

10-5.96

10-7.59

10-4.45

10-7.67

1.45

1.01

1.12

0.84

10-5.86

10-5.70

10-7.71

10-4.62

10-7.75

1.43

0.97

1.14

0.84

10-5.95

10-5.97

10-7.38

10-4.87

10-7.58

1.48

1.05

1.13

0.81

10-5.92

10-5.87

10-7.54

10-5.25

10-7.83

1.54

1.00

1.20

0.80

10-5.87

10-5.92

10-7.52

10-5.08

10-7.74

1.54

1.01

1.23

0.82

10-5.88

10-5.85

10-7.39

10-4.61

10-7.56

1.51

0.98

1.17

0.82

10-5.88

10-5.84

10-7.43

10-4.83

10-7.69

1.61

1.09

1.21

0.81

10-5.86

10-5.75

10-7.38

10-5.00

10-7.51

1.50

0.95

1.18

0.80

10-5.77

10-5.75

10-7.26

10-5.29

10-7.44

1.54

1.05

1.19

0.81

10-5.61

10-5.32

10-7.32

10-4.999

10-7.51

1.60

1.06

1.24

0.83

10-5.65

10-5.56

10-7.13

10-4.61

10-7.23

1.67

1.02

1.22

0.83

10-5.54

10-5.49

10-7.17

10-5.265

10-7.30

1.55

1.04

1.25

0.82

10-5.47

10-5.22

10-7.10

10-5.222

10-7.26

1.61

0.97

1.18

0.83

10-5.44

10-5.33

10-7.21

10-4.930

10-7.38

1.63

0.96

1.21

0.82

10-5.46

10-5.37

10-7.16

10-5.85

10-7.26

0.84

-5.82

-5.72

-7.41

-4.77

10-7.55

1.18

10

10

10

10

POEMTS

-4.51

0.99

1.02

10

-8.13

1.11

1.44

10

-7.12

10

*Normalized Energy Consumption = Energy consumption of each standby-sparing schemes (mJ) / Energy consumption of the Proposed Scheme
with Online Task Selection (POEMTS) (mJ)

(a). zero slack time

(b). Small slack time

(c). Large slack time

Fig. 12. The effects of slack time on energy consumption
with five different task graphs is depicted. Obviously, we can conclude from Fig. 12
that hot spare has always the worst energy consumption in various task graphs with
different number of tasks. The results in this figure are normalized with respect to
POEMTS scheme. When the numbers of tasks are 10, with zero static slack, the
results are rather close together. However, with increasing the number of tasks or
the slack time in the schedule, each scheme shows its effectiveness. DVS on both
processors and greedy schemes are far away from others. DPM on the spare, DVS on
the primary, DPM-DVS on the spare and POEM schemes perform almost similar to
one another. However, effectiveness of DPM on the spare decreases where there is a
large slack time in the schedule. LESS and POEMTS act very similarly and
outperform other schemes in all the cases. Even though the clairvoyant solution
shows about 15% more energy saving as compared to the two best schemes, we
believe it is hard to fill this gap due to the uncertainty in actual execution times,
especially where the number of tasks increases. However, where the numbers of
tasks are less than 20 with zero slack time, LESS and POEMTS save energy almost
as much as the clairvoyant solution.
In Fig. 13 and Fig. 14, we have evaluated impacts of Φ and slack time on the
reliability of each scheme, respectively. Note that the Y axis is in logarithmic scale.
As the figures show, DVS on both processors and DVS on the primary, DPM-DVS on
the spare have the worst reliability as compared to the others and Clairvoyant
solution shows an order of magnitude better reliability than them. Moreover, where
Φ increases, this betterment can reach to three orders of magnitude (Φ=5). LESS and
greedy perform closely together, however with high value of Φ, these schemes
perform almost three orders of magnitude worse than POEM and POEMTS schemes.
Overall, the greater value of Φ results in the more failure probability. However, this
sensitivity is less in POEM and POEMTS schemes, and more in DVS on both
processors and DVS on the primary, DPM-DVS on the spare schemes. Others can be
placed somewhere in the middle. Where the Φ is constant and static slack time
changes, the failure probability variation is small. In other words, energy
consumption is more sensitive to static slack in the system compared to reliability.
One might argue to schedule two or more recovery executions to further improve
reliability, but for following reasons it is not beneficial: i) Accommodating two or
more re-executions in the schedule consumes a lot of slack time which conflicts with
exploiting slack time for energy minimization. Even reserving one re-execution
straightforwardly can reduce energy saving almost 20% compared to LESS. Hence,
tolerating more faults by exploiting slack time can highly affect energy dissipation of
the system. ii) Reserving slack time for two or three re-executions needs at least
double or triple of the task worst-case execution time, which is less likely to be

(a). zero slack time, Φ=2

(b). zero slack time, Φ =4

(c). zero slack time, Φ =5

Fig. 13. Reliability analysis of different schemes with different Φ values

(a). zero slack time

(b). Small slack time

(c). Large slack time

Fig. 14. Impact of the static slack time on reliability, Φ=3

possible to satisfy at run-time. To evaluate the effects of re-execution number on the
energy consumption and reliability we set up a simulation with 5,10 and 20 tasks,
and all the parameters are set similar to those described in section 5. Two articulate
more clearly, we define re-execution factor which simply shows the probability of
meeting re-execution condition for a given task graph. The more re-execution factor
shows the more probability to accommodate recovery execution in the schedule. If reexecution factor was computed to be 0.80 with 5 tasks, it means on average 4 out of 5
tasks can be executed with allotted re-execution. As Table 4 shows, the re-execution
factor reduces with increasing the number of re-executions. This was predictable as
Table 4: The Effect of Number of Re-executions on Energy Consumption and Failure Probability

Zero Slack
Tasks
Number

N=5

N=10

N=20

Reexecution
Number

Reexecution
Factor

FP*

NE*

1

0.33

10-6.03

1.00

2

0.14

10

-5.96

3

0.04

10

-5.94

1

0.58

2

0.36

0.58

10-6.29

1.07

0.29

10

-6.13

1.11

0.13

10

-6.11

10-5.98

1.00

0.64

10

-5.87

1.12

0.32

-5.81

1.20
1.00

3

0.19

10

1

0.65

10-5.77

0.46

10

-5.57

10

-5.48

2
3

0.33

Small Slack
Reexecution
FP
Factor

1.13
1.21

NE*

Large Slack
Reexecution
FP
Factor

NE*

0.82

10-6.56

1.00

1.14

0.51

10

-6.15

1.34

1.21

0.16

10

-6.01

1.52

10-6.08

1.00

0.81

10-6.40

1.00

10

-5.86

1.17

0.51

10

-6.05

1.26

0.20

10

-5.81

1.22

0.38

10

-5.96

1.41

0.71

10-5.85

1.00

0.79

10-5.90

1.00

0.55

10

-5.68

0.57

10

-5.61

1.17

10

-5.56

10

-5.52

1.27

0.39

1.00

1.12
1.24

0.46

*FP=failure probability, NE*= normalized energy consumption; in this simulation the baseline is the proposed energy
management with one re-execution but without online task scheduling (i.e., POEM)

the more number of re-executions requires more slack time. Consequently the energy
saving decreases continuously by devoting more slack time for re-execution. The
interesting observation is that by reserving more re-execution, the failure probability
increases. This is mainly due to the reduction of re-execution factor. Although the
more re-execution (if possible) can increase reliability, the resultant reduced reexecution factor is counterproductive. As a result, potentially having many tasks in
the application with one re-execution surpasses the case of having few tasks with
many re-executions from reliability point of view.
7. CONCLUSION

When both energy saving and high reliability are two major concerns of designing an
embedded system, the mutual interactions between them must be carefully
considered. In this work, for the standby-sparing system as a common hardwareredundancy technique, different schemes of power management for dependent task
graphs were compared and the effects of employing them on the system reliability
were investigated. Moreover, we proposed a new power management scheme for
standby-sparing system which considers both high reliability and energy saving
together. Our proposed online task scheduling algorithm in conjunction with our
proposed energy management scheme improves both reliability and energy saving so
that the reliability is higher than an equal system without DVS (i.e., Hot spare) and
the energy saving is as much as the best performing scheme, low energy standbysparing scheme (LESS) [Ejlali et al. 2012]. In other words, the proposed scheme can
improve reliability almost two orders of magnitude while sustains the same level of
energy saving as compared to LESS which to the best of our knowledge is state of the
art scheme for standby-sparing system. Moreover, by considering the trade-off among
reliability, energy consumption and the system complexity this work can help the
system designers to choose appropriate schemes based on their needs.
APPENDIX A

In this appendix, we provide the related calculations for finding total energy
consumption of the proposed standby-sparing system. The calculated formula is used
for computing energy consumption in the simulation procedure and also for solving
the optimization problem (i.e., clairvoyant scheme). The energy consumption of the
primary processor while executing task Ti can be written as:

E Pr (T i )  [ i P (f k )]  Pidle 

AT i

i , k

 DVS  syn

(28)

Where ξDVS is the energy overhead consumed during voltage transition and ξsyn is the
energy of synchronization process. ξDVS is not necessarily consumed whenever two
consecutive tasks use the same voltage level. Depending on the actual execution
time, voltage of the primary processor and available slack time, energy consumption
of the spare unit can be different. Consider parameter ψi is equivalent to ATi/ρi,k +
τDVS + τsyn. The following possible cases happen in the proposed standby-sparing
system which affects the energy consumption:
Case 1: before the scheduled time for sending required data to the spare processor,
the given task execution is finished. In this case the spare processor is idle and the
energy consumption is:
E Sp (T i )   i Pidle
when
 i  SLK i  (w   icomm )
(29)
Case 2: the task on the primary processor finishes during or after the scheduled
communication time to the spare processor. In this case, after the communication
data, the synchronization data is sent to the spare to drop the execution of the task.

Moreover, the spare processor does not initiate to wake up and executes the task.
Hence, the energy consumption of the spare unit can be written as:
E Sp (T i )   i Pidle  icomm
when
SLK i  (w  comm )   i  SLK i  w
(30)
Case 3: this case is like case 2 except that the spare unit is waking up to execute task
but meanwhile the synchronization data is sent and spare unit drops the task.
Similarly, the energy consumption of the spare unit in this case can be written as:
E Sp (T i )   i Pidle  icomm  w
when
SLK i  w   i  SLK i
(31)
Case 4: the execution of the given task is finished while the spare processor had been
executing the task. In other words, there is not enough slack time to fully drop the
task on the spare processor and there is an overlap between tasks on both processors.
In this case, the spare is idle and after getting the required data from the primary
processor, wakes up to execute the task. Then some portion of the task is executed on
the spare unit at the maximum frequency until the synchronization data is received.
In this case the energy consumption of the spare unit is:
E Sp (T i )   i Pidle  icomm  w  [ i  SLK i ][i P (f max )  Pidle ]
when SLK i   i
(32)
Therefore, the final equation which contains all the above cases can be written as
follow:
 i Pidle
 i  SLK i  (w   icomm )

comm
SLK i  (w   icomm )   i  SLK i  w
 i Pidle  i
E Sp (T i )  
comm
 w
SLK i  w   i  SLK i
 i Pidle  i
 P   comm    [  SLK ][  P (f )  P ]
SLK i   i
i
w
i
i
i
max
idle
 i idle

(33)

Hence, the overall energy consumption is:
N

E
i 1

system

N

N

i 1

i 1

(T i )  E Pr (T i )  E Sp (T i )

(34)

The spare energy consumption (i.e., piecewise function) which is presented in Eq. (33)
along with the primary energy consumption Eq. (28) which is the total energy
consumption of the system while executing the given task T i, can be rewritten by
means of Heaviside step function and ramp function:
E system (T i )  E Pr (T i )  E Sp (T i ) 

[i P (f k )]  Pidle 

AT i

i , k

 DVS  syn 

(35)

 i Pidle  icommu ( i  SLK i   icomm  w )  w u ( i  SLK i  w )  [Pidle  i P (f max )]r ( i  SLK i )

Where u(t) and r(t) are Heaviside step and ramp functions respectively, and are
defined as follows:

t
u (t )  
0

t>0
t 0

r(t)=t.u(t)

(36)

In the same way we can write the energy consumption of the system within a frame
as follow:
N

E
i 1

N

system

i 1


AT i
 [ i P (f k )]  Pidle 

i , k
i 1 
N

  P
N

i 1

i

N

(T i )  E Pr (T i )   E Sp (T i ) 

idle

i 1


  N ( DV S  syn ) 


 icommu ( i  SLK i   icomm  w )  w u ( i  SLK i  w )  [Pidle   i P (f max )]r ( i  SLK i ) 

(37)

APPENDIX B

In this appendix, we provide the related calculation of finding energy consumption
of the DVS on the primary, DPM-DVS on the spare scheme, while executing task Ti.
Like all the schemes that uses DVS on the primary processor, we can write the
energy consumption of the primary unit as:

E Pr (T i )  [ i P (f k )]  Pidle 

AT i

i , k

 DVS  syn

(38)

Depending on the selected voltages for the primary and spare processors, energy
consumption of the spare unit can be different. Let us to define ηi as WTi/ρi,k + τDVS +
τsyn. Moreover, we denote the postponement of the spare unit by Δi which is equal to
SLKi-[(1- ρi,l)/ ρi,l]WTi. The First part of mentioned equation is available slack time
and the second part is that much of slack time which is consumed by the spare
processor due to use of DVS. ρi,k and ρi,l are corresponded to the voltage level of
primary and spare processor, respectively and are not necessarily equal (k,l  M ).
Because the spare unit uses DVS, selecting each frequency from M can change
amount of exploited slack time and consequently the value of Δi. Similar to the
proposed scheme, the following possible cases happen in the DVS on the primary,
DPM-DVS on the spare which affect the energy consumption of the spare unit:
Case 1: before the scheduled time for sending required data to the spare processor,
the given task execution time is finished. In this case the spare processor is idle and
the energy consumption is:
E Sp (T i )  i Pidle
when
i  i  (w   DVS   icomm )
(39)
It is important to mention that because the spare uses DPM and DVS at the same
time both wake up time overhead τw, and voltage transition overhead τDVS, should be
considered in calculating the energy consumption of spare processor.
Case 2: the task on the primary processor finishes during or after the scheduled
communication time to the spare processor. In this case, the synchronization data is
sent to the spare to drop the execution of the task. Hence, before the spare unit
wakes up, the task execution is finished. Therefore, we can write the energy
consumption of the spare unit:
E Sp (T i )  i Pidle  icomm
when
i  (w   DVS   icomm )  i  i  (w   DVS )
(40)
Case 3: this case is similar to the case 2 except that the spare unit has woken up and
regulated the voltage to execute the task, but meanwhile the synchronization data is
received by the spare unit and task is dropped. In the same way, the energy
consumption of the spare unit in this case can be written as:
E Sp (T i )  i Pidle  icomm  w +DVS
when
i  (w   DVS )  i  i
(41)
Case 4: the execution of the given task is finished while the spare processor had been
executing the task. In this case, there is an overlap between tasks on the both
processors. Hence, the energy consumption of the spare unit is:
E Sp (T i )  i Pidle  icomm  w +DVS  [i  i ][i P (f l )  Pidle ]
when
i  i
(42)
Therefore, the final equation which contains all the above cases can be written as
follow:
i Pidle
i  i  (w   DVS   icomm )

comm
i  (w   DVS   icomm )  i  i  (w   DVS )
i Pidle  i
E Sp (T i )  
comm
 w   DVS
i  (w   DVS )  i  i
i Pidle  i
 P   comm    
i  i
i
w
DVS  [i  i ][  i P (f l )  Pidle ]
 i idle

Hence, the minimum energy consumption is:

(43)
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In Eq. (44), P(fk) and P(fl) are corresponding power consumption of the primary and
spare processor which are calculated based on ρi,k and ρi,l, respectively.
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