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Abstract 
This paper presents a checkpointing scheme for rollback error recovery, called Asymmetric 

Checkpointing and Rollback Recovery (ACRR) which stores the processor states in an 
asymmetric manner. In this way, error recovery latency and the number of checkpoints are 
reduced to increase the probability of timely task completion for soft real-time applications. To 
evaluate the ACRR, this scheme was studied analytically. The analytical results show that the 
recovery latency is reduced as non-uniformity of the checkpoint increases. As a case study, the 
ACRR is implemented and simulated on a behavioral VHDL model of LEON2 processor. The 
simulation results follow the results obtained in the analytical study.  

 
 

1. Introduction 
Embedded processors are widely used in safety-critical real-time systems such as flight 

control systems, automotive electronics and fabrication equipment systems [9], where the 
occurrence of failures in such systems can cause catastrophic consequences. Fault-tolerant and 
error recovery methods are used to prevent these systems to fail [16]. The dominant error 
recovery technique for the uniprocessor systems is the rollback error recovery [1, 11, 12, 14, 
18, 19, 20] that is based on re-execution of specific instructions, when an error occurs during 
execution of these instructions. Two main measures to evaluate the rollback error recovery are 
the recovery latency and the number of checkpoints inserted in an application program [8]. The 
optimal recovery latency and the number of checkpoints have been analytically investigated by 
several researchers [7, 10, 17, 21, 22]. These investigations are based on one or more of the 
following assumptions: 

• A zero error detection latency is assumed [7, 10, 21, 22], 
• The interval between checkpoints in an application program is uniform [7, 21, 22], 
• The interval between checkpoints in an application program is non-uniform [10]. 
The main drawback of the above studies is the assumption of the zero error detection 

latency. However, many practical systems are involved with error detection latency [3, 13], 
which in turn may impose delay in the error recovery latency. The assumption to zero error 
detection latency certifies that the optimal rollback should be to the most recent checkpoint 
[10, 21]. However, it has been shown that rollback to the most recent checkpoint is not a valid 
choice, because of the error detection latency which in practical systems, is not zero [6, 15, 19, 
20]. 
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This paper presents a checkpointing and error recovery scheme that supports the non-zero 
error detection latency. This scheme called Asymmetric Checkpointing and Rollback Recovery 
(ACRR). The ACRR scheme is based on a static non-uniform checkpoints placement that 
stores the processor states in an asymmetric manner. The analytical results show that the 
ACRR has less average recovery latency than the uniform checkpointing methods. 
Consequently, the ACRR scheme increases the probability of timely task completion for soft 
real-time systems. As a case study, the ACRR scheme is implemented and simulated on a 
behavioral VHDL model of LEON2 processor. In implementation of the ACRR scheme, a 
checkpointing mechanism that stores a lower amount of information of the processor state with 
deterministic checkpointing latency is presented. 

The organization of this paper is as follow: Section 2 introduces some definitions and 
restrictions in checkpointing and rollback error-recovery. The analytical study of the ACRR 
scheme is presented in Section 3. Section 4 presents an experimental implementation of the 
ACRR scheme on LEON2 processor. The ACRR simulation results are presented in Section 5, 
and finally Section 6 concludes this paper. 

 
2. Checkpoint and Rollback Policies  

The following five definitions are necessary in the discussion: 
• Checkpointing interval: the duration of time between two consecutive checkpoints 

(speculative epoch). 
• Checkpointing latency: the duration of required time that the execution of a program is 

stalled to store the state of a processor. 
• State restoration latency: the duration of required time for restoring the last fault free 

state of a processor 
• Recovery latency: the duration of required time to re-executing faulty instructions. 
• Total checkpointing and recovery latency: the duration of required time for 

checkpointing, state restoration, and error-recovery that is added to the real execution 
time of an application program. 

The error detection latency should not be neglected in the checkpointing and error recovery 
methods, especially in embedded systems where cost and power consumption are important 
factors. The error detection mechanisms with low detection latency such as module 
redundancy impose a high overhead which cannot be acceptable for a varied range of the 
embedded systems like automotive electronics [14]. 

 If an error occurs before a checkpoint and be detected afterward, the stored data in this 
checkpoint may be corrupted. As a result, two most recent checkpoints should have been 
stored previously to prevent the processor from rollback to an invalid checkpoint. It means that 
the processor should be returned to the second recent checkpoint which in this paper is called 
penultimate checkpoint (Figure 1).  

 
 
 
 
 
 
 

 
 

The Penultimate checkpoint 

Figure 1. Rollback to the penultimate checkpoint 
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Rollback to the penultimate checkpoint is a general constraint which is imposed by the error 
detection latency and is independent of the checkpointing interval. Also, the checkpointing 
interval must be greater than the worst-case latency of the error detection mechanism. 
Otherwise, the error may corrupt the stored data of both recent checkpoints. The analytical 
studies which neglect error detection latency, relinquish the above constraints [7, 10, 21, 22]. 
In contrast to the analytical studies, most of the practical rollback error recovery methods store 
two most recent checkpoints and rollback to the penultimate checkpoint in case of error 
occurrence [6, 15, 19, 20]. 

 
3. Optimal Checkpoints Placement 

This study is performed for uniprocessor and aperiodic task which assumes K errors would 
occur during task execution time and the probability of error occurrence is uniform during task 
execution time. Below notations are used through the remainder of this paper: 

• E: Real execution time of the task without checkpointing and error recovery.  
• I: Total execution time of the task with checkpointing and error recovery.  
• N: Number of checkpoints. 
• Nop: Optimal number of checkpoints. 
• T: Checkpointing interval that equaled to E/(N+1). 
• R: Recovery latency. 
• S: State restoration latency.  
• C: Checkpointing latency.  
• K: Number of errors which occur during task execution time. 
• P: Probability of timely task completion. 

 
3.1 Uniform Checkpointing 

As it mentioned in Section 2, the processor rolls back to the penultimate checkpoint when 
an error is detected. Therefore, the two recent intervals affect the recovery latency and must be 
considered in the analysis of the optimal checkpoints placement. When the checkpoints are 
uniform and the checkpointing intervals are equal (Figure 2(a)), the average recovery latency is 
given by: 
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The average execution time of a program is given by: 
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In equation (4-2), the number of times that checkpointing latency has been considered is 
N+K. because, when a processor rollbacks to the penultimate checkpoint, one extra checkpoint 
must be repeated each time. We can derive the value of N which minimizes I by differentiating 
(4-2) with respect to N. This gives a cubic equation in N, given by: 

1
2
3

)1(2
30 2 −=⇒

+
−⇒= − C

KEN
N

EKC
dN

dI
op

average            (4-3) 

In equation (4-3), Nop should not be less than zero and E/(Nop+1) should be greater than the 
error detection latency. Otherwise as described before, error may corrupt two consecutive 
checkpoints.  
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3.2 The ACRR: Asymmetric checkpointing and rollback recovery  

Instead of placing N checkpoints in the task execution time uniformly, the ACRR scheme 
inserts N/2 pairs of checkpoints with interval L inside the pairs, and 2T-L between two 
consecutive pairs. In such approach, sum of two consecutive intervals always equals to 2T 
which is similar to the uniform checkpointing (Figure 2(b)). In fact, the uniform checkpointing 
is a special case of the ACRR scheme where L is equal to T. The value of T depends on the 
number of checkpoints. It should be noticed that both L and 2T-L are greater than the error 
detection latency. In this case, with assumption that the probability of error occurrence is 
uniform during the task execution time, the average recovery latency is given by: 
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In comparison with the uniform checkpointing, it can be shown that for all values of L, 
Raverag from the equation (4-4) are equal or less than Raverag from the equation (4-1). Therefore, 
the Raverag in uniform checkpointing is the worst-case of the Raverag in the ACRR scheme with 
the same value of N. The average recovery time (Raverag) for different values of parameter L is 
shown in Figure 3. The E values are obtained from real execution of four benchmarks on the 
LEON2 processor. Figure 3 illustrates that in the ACRR scheme, the Raverag decreases as the 
parameter L decreases.  

 
By substituting the values of Raverag derived from (4-4) in the equation (4-2), we obtain:      
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We can derive a new optimal value of N which minimizes Iaverage by differentiating (4-5) 

with respect to N. This gives a cubic equation in N, given by: 
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Figure 2. Checkpoints placement  
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Figure 3. The average recovery latency for the same N when K=1 
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Based on the experimental implementation in Section 5, the value of C is chosen 2 clock 
cycle. The Nop for the different ranges of parameter L is shown in Figure 4 (when C=2, and 
K=1). This figure illustrates that reduction of L value will decrease the amount of Nop. 

 
 
 
The total latency is equal to (N+K)×C+K(R+S). Figure 5 illustrates the Total latency of the 

ACRR scheme for the different values of parameter L (when E=6500, C=2, K=1). According 
to the equation (4-6), decreasing parameter L leads to reduction in Nop value. This means that 
the amount of Nop in the ACRR scheme is lower than the amount of Nop in the uniform 
checkpointing with the same task execution time.  

The fact that the Nop decreasing can lead to an increase in Raverag for several values of L is 
not important, because the total latency, which is the sum of total checkpointing latency and 
recovery latency, always decreases as N decreases. The relations between Nop, L, Raverag, and 
the total latency in ACRR scheme, are illustrated in Figure 5.  

 

 
Both of (4-5) and (4-6) equations show that the optimal number of checkpoints decreases as 

the parameter L decreases. In the ACRR scheme the lower bound of L is error detection latency 
which seems to be the best value for L. Although we explain in Section 5 that determining a 
precise value for error detection latency is difficult in some cases. The analytical results show 
that the total latency is reduced as the non-uniformity of the checkpointing intervals increase. 

The reduction of total checkpointing and recovery latency can increase the probability of 
timely task completion for soft real-time applications. As an example, for a soft real-time task 
with parameters E=8300, C=2, S=20, and soft deadline equals to 8750 clock cycle, both 
uniform checkpointing and ACRR schemes can tolerate a single error (K=1) without missing 

0
10
20
30
40
50
60
70
80

0 10 20 30 40 50 60 70 80 90 100 110

O
pt

im
al

 n
um

be
r o

f
ch

ec
kp

oi
nt

s

Parameter L (clock cycles)

E=8300
E=6500
E=3200
E=1050

0
40
80

120
160
200
240
280

0 10 20 30 40 50 60 70 80 90 100

La
te

nc
y 

(c
lo

ck
 c

yc
le

s)

Parameter L(clock cycle)

Checkpointing latency

Recovery latency

Total latency

Figure 4. The optimal number of checkpoints for different ranges of parameter L 

Figure 5. Total checkpoint and recovery latency for Matrix multiply when K=1 

449449



the soft deadline. In case of K=2, the figures for the uniform checkpointing scheme are: 
Nop=110, T=74, P=16%. For the ACRR scheme, the figures for K=2, and L=40 are: Nop=95, 
T=40 and 132, P=40%, and the figures for K=2, and L=15 are: Nop=90, T=15 and 165, P= 
61%. 

 
4. The ACRR implementation 

Fault occurrences for any reason such as cosmic ray radiations may cause to control or data 
errors. These errors finally lead to incomplete execution, data violation or processor crash. So, 
the aim of error recovery is returning processor to a valid state that the wrong manipulations on 
data and control become ineffective. The state of processor includes the memory elements 
values, which hold data or control signals like registers file, control registers, and cache 
memory. There is no need to restore all memory elements if we need to rollback to a valid 
state. Checkpoints can accomplish in a manner that only manipulated data during 
checkpointing interval have been stored (incremental checkpointing). In this section, the 
ACRR scheme in micro architecture-level is implemented on the VHDL model of LEON2 
processor. LEON2 is a 32 bit processor that conforms to the SPARC V8 architecture [4].  
 
4.1 Recovery unit controller (RUC) 

In order to implement ACRR, LEON2 processor is extended by adding an extra unit, called 
RUC (Recovery Unit Controller). RUC has been connected to execution unit, registers file and 
data cache memory. RUC schedules and controls all related checkpointing and recovery 
activities. As mentioned before, two most recent checkpoints should have been stored to 
prevent from returning to an invalid checkpoint. RUC manages this activity and determines the 
checkpointing intervals with respect to error detection latency. All error signals from different 
parts of the processor are sent to the RUC. Regarding to the detection latency of this error 
signals, RUC determines the valid checkpoint for error recovery. 
 
4.2 Checkpointing mechanism 

The applied checkpointing mechanisms in each part of a processor may be different, but the 
checkpointing consistency between these mechanisms can leads to a successful checkpointing 
and error recovery. For implementing the ACRR scheme, two different policies have been 
applied: 1) for global, status, and control registers and register file, 2) for data memory and 
cache.  

Two backup registers are allotted to each control and status registers. The backup registers 
hold the content of the control and status registers in two most recent checkpoints. In each 
checkpoint, RUC stalls pipeline and the content of control and global registers is copied to the 
backup registers. In case of error occurrence, RUC stalls pipeline and the content of the backup 
registers are restored to the original registers. Both store and restoration can be done in just one 
clock cycle. For register file the same scenario is applied. Two extra register files are allotted 
for holding backup values of the register file. 

For data memory, the same scenario cannot be used. Memory, both in size and access 
frequency is not comparable with register file. Most of the pervious works have implemented 
memory checkpointing in cache-level [2, 15, 19]. These works try to avoid writing the 
manipulated data in the cache memory to the main memory until be assured of the data 
correctness. The weakness point of these methods is undeterministic checkpointing latency. In 
these methods, the required time for checkpointing is unpredictable and depends on the 
number of write instructions in each checkpointing interval. Also in these methods the 
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performance of the data cache degrades as the checkpointing interval increases. As a result, the 
total performance of the systems that using the cache-level error recovery is unpredictable. 

In the ACRR scheme, instead of holding manipulated data in cache memory until the next 
checkpoint, the cache writes are updated in the main memory and the previous values of the 
written addresses is stored, simultaneously. Two backup buffers are allotted to the data cache. 
The backup buffers hold previous data in two most recent checkpointing intervals. If any write 
instruction executes during the checkpointing interval, the previous data and its address are 
stored in the backup buffers. Therefore, all of the memory checkpointing activity can be done 
parallel with real execution of the application program. In case of error occurrence, the old data 
in the backup buffers restore to their original places either in the data cache or main memory. 
In this case, the state restoration latency contain the duration of required time to update the 
data cache and main memory with the valid data from the backup buffers. In order to have 
shorter and predictable state restoration latency, copy to the main memory can be done in 
parallel with re-execution. According to the equation (3-5), reducing the checkpointing latency, 
causes an increase in the number of checkpoints and decrease in the checkpointing interval. 
Note that the probability of write instruction in each interval is reduced as the checkpointing 
interval decreases. This leads to low and more predictable state restoration latency. 

In the proposed scheme, the checkpointing latency equals to 2 clock cycle which is a 
constant value and is independent of checkpointing interval. Since the main goal of this 
experimental work is implementing the ACRR scheme on the LEON2 processor as a case 
study, we neglect interrupt or I/O action during the runtime of benchmarks. However it is 
possible to remove this limitation without any negative effects on the proposed scheme. Also 
we assume the checkpoint memory elements are robust and fault-tolerant techniques like error 
correction codes are applied to them. 

 
5. Experimental Results 

To carry out the experiments to evaluate the ACRR scheme, four benchmarks have been run 
on the LEON2 (Bitcount and basicmath of automotive benchmarks from MiBench suit [5], 
bubble sort and matrix multiply). A controllable random signal generator is used for sending 
error detection signals to the Recovery Unit Controller (RUC). To determine the optimal 
number of checkpoints, the amount of C (checkpointing latency) and L (error detection 
latency) in each benchmark is required. Following to the practical implementation in Section5, 
the amount of C equals to 2 clock cycle that is constant value in different benchmarks and 
different checkpointing intervals. The total latency and overhead of uniform checkpointing are 
shown in Table 1 for each benchmark. The numbers of checkpoints are obtained analytically 
by formulas which have been presented in Section 2. 

 
 

Benchmark 
Total execution 
Time [cycles] 

number of 
checkpoints 

Checkpointing 
interval [cycles] 

Total overhead 
[%] 

Bubble sort 1171 27 38 11.5 
Basicmath 3409 48 65 6.5 
Matrix multiply 6793 69 92 4.5 
Bitcount 8633 78 105 4.0 

 
In practical applications, error detection latency differs depending on the fault nature and 

applied error detection mechanism. For example, in [3] and [13] control flow checking 
methods for embedded and COTS processors are presented which the maximum amount of 

Table 1. The uniform checkpointing overhead 
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error detection latency is about 50 instructions and 60 clock cycles in these methods, 
respectively. However, values of L are assumed to be greater than error detection latency and 
the benchmarks are executed for two cases, L=15 and L=30 on the LEON2 processor. Totally, 
more than 1500 times, the error signal has been activated. The total latency improvement ratio 
is the proportion of latency decrease in the ACRR scheme to uniform checkpointing. The 
obtained results are presented in Table 2. 
 

 

Benchmark 
Total execution 

time [cycles] 
Number of 
checkpoints 

Ch. P. Interval [cycles] Overhead 
[%] 

Late. Imp.* 
ratio [%] Interval1 Interval2 

Bubble sort, L=15 1158 22 73 15 10 12 
Bubble sort, L=35 1165 26 40 35 10.9 5 
Basicmath, L=15 3379 39 143 15 5.5 16 
Basicmath, L=35 3391 41 115 35 5,9 9 
Matrix multiply, L=15 6748 56 211 15 3.8 18 
Matrix multiply, L=35 6763 57 187 35 4.0 11 
Bitcount, L=15 8578 63 241 15 3.3 19 
Bitcount. L=35 8594 64 217 35 3.5 13 
* Total latency improvement ratio relative to uniform checkpointing 

 
 

Benchmark 
Total execution 
 time [cycles] 

Number of 
checkpoints 

Ch. P. Interval [cycles] Overhead 
 [%] 

  Prob. * 
D=8750 

Prob. 
D=8800 Interval1 Interval2 

Uniform 8767 110 74 74 5.6 16 76 
ACRR, L=15 8719 90 165 15 5.0 59 82 
ACRR, L=35 8738 93 140 35 5.2 45 77 

      * Probability of timely task completion with soft deadline D  
 

Table 2 shows that the latency improvement ratio in the ACRR scheme increases as the 
execution time of the benchmarks grows. Note that average execution time increases as the 
parameter L increases. Also, the optimal number of checkpoints in the ACRR scheme 
decreases relative to uniform checkpointing. 

The experiments are repeated for the Bitcount benchmark and the results are averaged out 
over these runs. We are interested here in the probability of timely task completion P which 
the task completes before the soft deadline D. To illustrate more advantages of the ACRR 
scheme relative to the uniform checkpointing, we note that if we set K=2 (using the value of L 
as before), The proposed ACRR scheme provides higher value of P relative to the uniform 
checkpointing as the slack time decreases. In some cases, up to 40% increase is obtained in the 
probability of timely task completion; the results are shown in Table 3. 

 
6. Conclusions 

A checkpointing and rollback recovery scheme, called Asymmetric Checkpointing and 
Rollback Recovery (ACRR) was presented which store the states of a processor in an 
asymmetric manner. It was shown that the ACRR scheme reduced the error recovery latency 
and the optimal number of checkpoints to increase the probability of timely task completion. 
The ACRR scheme was evaluated analytically and practically. The evaluation results showed 
that the ACRR scheme reduced the average task execution time and was more likely to meet 

Table 2. The ACRR scheme overhead (when K=1, L=15 and L=35) 

Table 3. The ACRR scheme for Bitcount benchmark (when k=2)  
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soft deadlines. The amount of these improvements depended on the error detection latency. 
The proposed approach could be extended to a set of multiple periodic tasks with considering 
other important parameters in embedded systems such as power consumption. 
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