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minimize communication delay. This is done by exploiting
the possibility of splitting the traffic among various paths
in the network. Lei and Kumar [5] have addressed the
mapping with a genetic algorithm to minimize the
execution time of an application. In [7], a multi-objective
mapping for the mesh-based NoCs based on evolutionary
computing has been proposed which optimizes the
performance and the power consumption of the NoC. This
mapping exhaustively searches all possible solutions and
then selects one of the optimal answers by the use of a
trace-based simulator. Marcon et. al. [12] proposed a
communication dependence and computation model that
can simultaneously consider both the execution time and
the energy consumption in the NoC. Using this model,
they have tried to solve the problem of mapping for regular
NoCs.
All the above works have addressed the application
mapping with respect to either power consumption, or
performance, or bandwidth constraint. To the best of our
knowledge, there is only one work which takes the
reliability of the NoC into account [3]. In this work,
transient errors occurring in the network channels are
considered during the mapping procedure. This mapping
produces redundant communications between tasks to
tolerate errors happening to the packets. Redundant
communications have been added in a way that increases
the probability of correct packet delivery. However, the
proposed mapping in [3] suffers from the following
drawbacks:
1. Redundant communications used in this mapping
result in several congested channels in the network,
since the mapping does not consider the distribution
of traffic over network channels [11].
2. The mapping considers only transient errors
happening in the channels of network. The chip is
still remained susceptible to the errors occurring in
the other parts of NoC. Single and multiple bit flip
errors (happening due to particle strikes) are
examples of such transient errors [10][19] which
occur in the memory elements of NoC switches.
In this paper, we propose a reliability-aware
application mapping, called RMAP, for mesh-based NoC
architectures. The mapping considers transient errors
occurring in both channels and switches of the NoC with
respect to the traffic distribution over the network
channels. The RMAP utilizes channels with lower traffic
loads to route packets of redundant communications. To do
this, RMAP divides the application graph into two subgraphs in order to minimize the communication traffic
between the sub-graphs, and to maximize the traffic within
each sub-graph. Then, one of the sub-graphs is mapped on
the upper triangular nodes of the NoC and the other subgraph is mapped on the lower triangular nodes of the NoC.

Abstract— This paper proposes a reliability-aware
application mapping for mesh-based NoCs. The proposed
reliable mapping, called RMAP, adds redundant
communications to the application graph in order to
improve the reliability of packet delivery in NoCs. The
RMAP divides the application graph into two sub-graphs
which have the lowest possible communication with each
other. One of the sub-graphs is mapped on the upper
triangular nodes of the NoC and the other is mapped on the
lower triangular nodes. In this way, lower traffic load is
imposed on some channels which are efficiently used to route
packets of redundant communications. This minimizes the
overheads imposed to the NoC due to redundant
communications. A cycle accurate NoC simulator is used to
evaluate the reliability and performance of the proposed
mapping. The RMAP is also compared with the previously
proposed reliability improvement methods, e.g., flow-control
and flood-based methods. Simulation results reveal that the
RMAP improves the reliability of an unprotected NoC by
about 20%, while its performance overhead is lower than the
other methods.
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I.

INTRODUCTION

Several researchers have discussed the Network-onchip (NoC) as replacement of bus-based solutions for
interconnecting cores in multi-core chips [1][2]. NoCs are
attractive due to their reductions in design, verification and
test complexity of nano-scale chips [3]. In the NoC
paradigm, cores send packetized data to each other by
means of a network of switches. Each core has a local
switching element which is connected to the other switches
according to a topology, e.g., mesh, hypercube, and torus.
Fixed size mesh topology is favored by several research
groups because of its layout efficiency, good electrical
properties, and simplicity in addressing on-chip
resources [9][10].
One of the most onerous issues in the NoC context is
the mapping of an application on the cores of the chip. To
do this, the NoC designer describes the application as a
graph of concurrent tasks [4]. Then, every task of the
application graph is assigned/scheduled to an appropriate
core from the set of available cores on the chip. The
application mapping may be done with respect to several
considerations, e.g., power, performance, bandwidth
constraint of the network channels, reliability, etc.
A mapping proposed by Hu and Marculescu [4] is
based on a branch and bound algorithm for the mesh-based
NoC architectures. They have tried to minimize the total
amount of consumed power for data transmission while
satisfying a performance constraint. Murali and De
Micheli [6] have presented a heuristic approach to
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This results in lower traffic loads in north/south channels
which are efficiently used to route packets of redundant
communications. Performance and power consumption
overheads of the redundant communications are minimized
by minimizing the total number of packets×hops in the
proposed mapping.
The rest of the paper is organized as follows. Section 2
discusses the reliability improvement methods in NoCs.
Traffic distribution analysis for mesh-based NoCs is
presented in Section 3. The RMAP is presented and
evaluated in Sections 4 and 5, respectively. Finally,
Section 6 concludes the paper.
II.

algorithms are based on a probabilistic broadcast function
which determines how the mentioned subset of adjacent
nodes should be selected. In the conventional flooding
algorithm, all adjacent nodes of the current node are
selected to send the packet in the next step; in probabilistic
flooding, the packet is sent to each adjacent node with the
probability of p and is not sent with the probability of
1-p [16]. In directed flooding algorithm, the probability of
p is not the same for all outgoing channels of a node, e.g.,
it depends on whether the outgoing channel makes the
packet closer to its destination or not [17]. Figure 1 shows
how a packet is delivered to its destination by a typical
flood-based algorithm.
Flood-based algorithms have rather low error detection
latency because in the case of detecting an erroneous
packet by the destination node, the erroneous packet will
be discarded and one of its redundant copies will be used
instead. Although flood-based algorithms can effectively
cope with transient errors, following drawbacks discourage
NoC designers to exploit these algorithms:
a) Flood-based fault-tolerant routing algorithms result
in significant redundant packet transmissions in the
network. This imposes a huge amount of performance and
power consumption overheads to the NoC [17].
b) Deadlock handling and pseudo random number
generators modules impose extra hardware overhead to
the router architecture and make it to be more complex
and to dissipate more power [15].

RELIABILITY IMPROVEMENT IN NOCS

Previously proposed reliability improvement methods
in the NoCs can be classified into flow-control based
methods and flood-based routing algorithms.
Flow-control based methods are among the costeffective ways to enhance the reliability of data
transmission in NoCs [20]. In these methods, information
redundancy is added to each flit/packet to check the
integrity of the flit/packet during its transmission. Based
on the level where information redundancy is
added/checked, the flow-control based methods can be
classified into switch-to-switch and end-to-end fashions.
In the switch-to-switch methods, one codec module is
needed per each channel of the NoC to check the integrity
of each newly received flit. In contrast, in the end-to-end
flow-control methods, data correctness checking is
performed at the packet level, i.e., when all flits of a packet
reach the destination node, packet integrity checking will
be done. In this way, one code module is sufficient for
each node of NoC. Since switch-to-switch methods require
more hardware supports in comparison with end-to-end
methods, obviously switch-to-switch methods impose
more power and area overheads. On the other hand,
switch-to-switch methods have lower error detection
latency which results in lower performance overhead.
Due to the simplicity of flow-control based methods,
several works [10][13][14][20] are based on these methods
to improve the reliability of NoC. However, the main
shortcomings of these methods are:
a) Reliability improvement of these methods depends
on the selected coding system (e.g. parity, CRC, etc). Use
of more powerful codes to obtain more reliability
improvement intensively worsens their performance and
power consumption overheads. Consequently, flowcontrol based methods are not efficient when high
reliability improvement is needed [13][14].
b) The performance and power consumption overheads
of these methods are proportional to the error rates [14].
Consequently, the NoC designer should have a good
knowledge about the NoC working condition which is
only available in application specific NoCs [13][14].
Flood-based reliability improvement algorithms are the
other way to tolerate possible errors happening to the
packets. These algorithms exploit huge number of
redundant packets and several paths to route packets and
their redundant copies. In these algorithms [15][16][17],
whenever a node receives a new packet, it chooses a subset
of its adjacent nodes and sends the packet to them. At the
next step, selected nodes which have already received the
packet, spread the packet in the same manner. All flooding
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Figure 1. Packets in different steps of a typical flood-based routing
algorithm.

III.

TRAFFIC DISTRIBUTION ANALYSIS

Huge amount of packet redundancy in flood-based
algorithms enables them to tolerate almost all possible
errors including crosstalk, single event upset, electromagnetic interference and power supply disturbances.
However, such an intensive packet redundancy firstly
requires more energy to travel through the network and
secondly increases packet waiting time at the network
channels. To mitigate the mentioned drawbacks without
affecting the reliability of flood-based routing algorithms,
NoC designers should pay attention to traffic distribution
over the network channels [11]. Traffic-aware reliability
improvement methods consider the distribution of the
traffic in the network channels. They try to improve the
reliability of the network with the lowest possible
performance and power consumption overheads.
To more precisely discuss how the traffic is distributed
in a mesh-based NoC, consider the following assumptions:
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Figure 2. Possible destinations for a packet generated
by the node

Figure 3. Probability of channel request for different channels of an NoC
exploiting XY routing.

1) The NoC is an m× m mesh exploiting XY routing
algorithm.
2) Each node of the network is addressed by a pair of
where and are the row and the column
indexes of the node respectively.
3) Node
is connected to the north, south, east and
west neighbors via channels , , , , , , , .
4) Nodes of the network have the same chance to be
destination of a newly generated packet. In other
words, destination of each packet is selected
randomly among all nodes expects the source node.
Suppose a new packet is generated by the node
.
is
defined
as
the
probability
that
the
new
packet
,
requires the
channel of the node
to reach its
destination. As an example, , is the probability that the
new packet requires the east channel to reach its
destination. According to assumption 4, , depends on
the number of possible destinations which their paths
include the channel , . Considering the XY routing
algorithms, such destinations should be located in the right
hand side of the node
. These nodes are grouped in
Figure 2 as Box 4 which have the total number of
nodes. Consequently , can be written as:

lower traffic loads can be effectively exploited to route
redundant packets. In this way, redundant packets impose
a very low performance overhead to the network (see
Section 5 for the simulation results). It should be noted
that, other traffic patterns such as hot spot traffic,
application specific traffic, matrix transpose, etc result in
higher variance in traffic loads of the network channels.
This means that in real-world applications which are often
different from uniform traffic pattern, more opportunity is
available to exploit channels with lower traffic loads.
IV.

,

,
,
can be calculated by the same
,
,
reasoning based on the number of possible destinations
which their paths need the channel
, ,
, ,
,
respectively:
,

,
,

RMAP: THE PROPOSED MAPPING

In this section we describe the proposed mapping
function for mesh-based NoCs. The RMAP utilizes the
non-uniformity of traffic distribution over the network
channels to efficiently route the packets of redundant
communications. In order to precisely discuss the RMAP,
let us model the problem of mapping
tasks on an m×m
mesh-based NoC by the following definitions, similar
approaches have been used in the previous works [4][6]:
Topology Graph: topology graph,
, is a
directed graph which models the network topology. is
the set of network nodes, and is the set of network
channels. Channel ,
connects the node
to the
node
.
Application Graph: application graph,
,
is a directed-weighted graph describing the application
which is intended to run on the NoC. is the set of
application tasks, and
is the set of communications
between the tasks. ,
means that the task sends
data to the task . Rate of this communication is defined
as
, .
As mentioned earlier, the RMAP utilizes the redundant
communications to enhance the reliability of packet
delivery in the network. To do this, for each original
communication , , a redundant communication , is
added into the application graph. The rate of redundant
communication, , , is considered the same as its
corresponding original one, i.e.,
,
. In order to tolerate transient errors
,
happening in both channels and switching elements of the
NoC, flits of original communications are equipped with
one bit parity code by the source node. When a new

,

where in all of the equations
.
Using these equations,
,
,
, and , are
,
,
,
calculated for all channels of a 5×5 mesh NoC. Results
represented in Figure 3 confirm that even with uniform
traffic pattern (assumption 4) the traffic is distributed nonuniformly over the network channels. [11][18] are also in
agreement with the results of our discussion.
Although non-uniform utilization of the channels may
have undesired influences on the performance of the
network; from the reliability point of view, channels with
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original packet is received by the destination node, the
parity bits will be regenerated and checked with those
embedded in the packet. If two parity sets are equal, the
packet will be accepted. Otherwise, the detection
mechanism exchanges the erroneous flits with the
corresponding flits from the redundant packet. In the case
of error occurrences in an original flit and its
corresponding redundant flit, the RMAP cannot detect the
error. However, the probability of such error occurrences
is negligible.
Packets of original communications, , for all (i,j), are
routed according to the XY routing algorithm. In the XY
routing, the packet is routed in X dimension to reach the
column where destination node is located. After that, the
packet will be routed in Y dimension to reach the
destination node. In contrast, packets of redundant
communications, , for all (i,j), are routed according to
the YX routing which is the inverse of XY routing. This is
done to take the benefit of non-uniform distribution of
traffic over the network channels (see Section 3).
Using the above definitions, the problem of mapping
tasks on a mesh-based NoC can be represented as:
Given an application graph of
and a topology
graph of
, find a one-to-one function RMAP() such that
cost of RMAP() is minimized:
,
where it has been assumed that
.
Without loss of generality, if the application graph has
more tasks than the network nodes, i.e.,
some
tasks of application graph are mapped on the same node of
the network. The cost function is defined as:

Although several graph separation algorithms have
been proposed in the literature, we used the following
approximate algorithm to divide the application graph into
two sub-graphs. The main reasons are 1) the proposed
algorithms try to precisely solve the problem of graph
partitioning while an approximate solution is acceptable
for our application, 2) due to the high precision of the
algorithms, e.g. multi-level partitioning, these algorithms
are time consuming, and 3) our proposed partitioning
algorithm takes the characteristics of the XY routing into
account.
Separate (

){ //separate

into

and

sub-graphs

1;
2- Find the task in
such that
is maximized;
//Task which has maximum in+out communication is
selected as the first node of the first sub-graph.
3- Set be a member of
,
;
4- Find the task in
such that
,
, is
maximized; //Task with maximum in+out communication
and with minimum communication with the first sub-graph
is selected as the first node of the second sub-graph.
5- Set be a member of
,
;
6- For all tasks from
which are not assigned to
or
do{
7If [(
and (
)]
8Set
9Else
10Set
11- }}

be a member of

,

;

be a member of

,

;

Figure 4. Pseudo code of the used separation algorithm.
,

∈

,

∈

,

Figure 4 shows the pseudo code of the used separation
algorithm. In this algorithm, the function
refers
to the total data rate that the task injects and/or receives
into and/or from the network:

,

where
is the number of required hops
to deliver a packet from node to node with respect to
the XY routing algorithm. Similarly,
is the number of required hops to deliver a packet from
node
to node
with respect to the YX routing
algorithm. Considering the fact that the XY and YX
routings are inverse:

,

that the task
sub-graph

,

,

refers to the total amount of data rate
sends/receives toward/from the nodes of the
:
∈

,

∈

,

Technique B) Tasks of the lower-triangular part are
mapped in a way that they mostly need west and north
channels, while tasks of upper-triangular part mostly use
south and east channels. To do this, the definition of cost
function is modified as follows:

In order to minimize the overheads of redundant
communications, the RMAP incorporates two techniques:
Technique A) The application graph is divided into two
sub-graphs with the minimum communication between the
sub-graphs. Then, one of the sub-graphs is mapped on the
upper-triangular nodes of the mesh and the other sub-graph
is mapped on the lower-triangular nodes of the mesh.
Based on the discussion presented in Section 3, it can
be shown that the triangular partitioning of the NoC
approximately provides two parts with identical traffic
distributions. This assures us that the redundant packets
conform the same traffic condition of the original packets
but in opposite direction. This leads that the whole traffic
seen on the network channels converges to uniformity.

where the parameter should satisfies the
(in our
simulations we assumed
).
Using techniques A and B, some channels of network
have lower traffic load. These channels can be used to
efficiently route packets of redundant communications
since the YX routing is the complement of XY routing.
Based on the two mentioned techniques, the RMAP should
satisfy the following constraints: a) tasks of the first subgraph, i.e., nodes of
, should be mapped on the set of
NoC nodes
such that
,
and b) tasks of the second sub-graph, i.e., nodes of
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has been selected in a way that almost 0.5, 1, 2, 5, 10, 20
and 50 percent of all flits experience a bit flip error. In this
way, the number of correctly delivered packets is
accounted and normalized to the total number of packets.
Figure 9 shows the percentage of correctly delivered
packet in the NoC exploiting RMAP as a function of error
injection rate. Percentage of correctly delivered packet is
compared with an NoC using a random mapping and no
redundant communication. As it can be seen in Figure 10,
the reliability of the NoC is improved by at least 20% in
high error rate conditions. It should be noted that a packet
is considered as an erroneous packet if at least one flit of
the packet is experienced bit flip error. Since the original
and redundant packets are routed through different paths,
errors occurring in both channels and switching elements
of the NoC can be detected and masked.
In order to evaluate the performance of the proposed
mapping function, a flit level event-based NoC simulator
is used. Simulations are done to compare the average time
of packet delivery in NoCs using RMAP, directed
flooding, and switch to switch flow-control algorithms. In
the simulation experiment, a minimum of 15000 packets
have been delivered and the average packet delivery time
is calculated. To do this, we changed the communication
rates of application graph (Figure 6) to variant values
instead of fixed values. Rates are multiplied by λ that is
the mean value of a Poisson process. As an example,
communication rate from the task V6 to V7 is changed to
353×λ packet per cycle fir different values for λ. Results
of these simulations are depicted in Figure 10. As it can
be seen in Figure 10 RMAP has lower average packet
delivery time as compared to the directed flooding and
switch to switch algorithms.

should be mapped on the set of nodes
such that
.
The RMAP selects the task with the maximum
communication rate as the first task which should be
mapped. This task (determined in the second line of the
separation algorithm) is mapped on the upper-triangular
part and then is added to the set of already mapped tasks,
. After mapping each task it will be added to the
set of already mapped tasks. The next task selected from
application graph,
, is the task with the maximum
communication with the tasks of
and with the
minimum communication cost.
Each round of the algorithm RMAP computes
for all remaining tasks of
application graph (see step 4 of Figure 5). For each task,
the algorithm considers whether the task is member of
or
. Suppose the task is a member of
, all uppertriangular nodes of the mesh are examined as host for the
task (step 6) and the node with the minimum cost will be
stored as the host of this task. Then the algorithm finds the
task with the highest
and maps
such a task on the node which is determined in either step
6 or step 7. It should be noted that if two communicating
tasks are mapped on the same row/column, their redundant
and original packets will not be separated; however, the
algorithm tries to minimize such situations.
RMAP ( ){
1- Find the task in
such that
is maximized, set
be a member of
;
2- Map the on the node with maximum channels in the upper
triangular nodes e.g. node (2,2);
3- While there is an unmapped task in
do{
4- For all unmapped task in
, do{
5If is a member of
6For all upper- triangular nodes of the mesh
Compute the
;
Else
7For all lower- triangular nodes of the mesh
Compute the
;
} //end of for
8- Select the task with the maximum
;
9- Map
on the appropriate node; //appropriate node is
determined in either step 6 or step 7.
10- }}
Figure 5. Pseudo code of the RMAP.

V.

Figure 6. Application graph of the object plane decoder.

EVALUATIONS

In order to evaluate the proposed mapping, the object
plane decoder application (OPD) [6] is mapped on a 4×4
mesh-based NoC using the RMAP. Application graph of
object plane decoder is depicted in Figure 6. In Figure 6,
rate of each communication which is written close the
communication edge is in the order of Mega bits per
second (Mbps). In the first phase of the RMAP,
application graph is separated into two sub-graphs shown
in Figure 7. In the second phase, tasks of OPD are
mapped on the mesh-based NoC as depicted in Figure 8.
In the reliability evaluation experiments, a wide range
of bit flip error rates have been injected into the packets
traversing the network. Since single bit flip is among the
main error models for NoCs [8][10] which is used in our
reliability evaluation experiments. The error injection rate

Figure 7. Application graph of OPD is separated into two sub-graphs AG1
and AG2.
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Figure 8. Tasks of the OPD are mapped
on the NoC using RMAP.
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