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II. PROJECT DESCRIPTION

A. Project Overview

X-ray diffraction tomography (XRDT) has the potential to dramatically reduce the probability of error (Pd and 
Pfa) and increase the throughput of X-ray based explosives detection systems because of its ability to identify 
concealed materials based on their microscopic atomic and/or molecular structures. Such information can 
complement the density and effective atomic number information obtained via multi-energy transmission 
X-ray scans (either AT or CT scanners) to improve detection [1]. While this sensitivity to molecular compo-
sition is necessary for accurately assessing a host of benign and threat materials, it may at times be too sen-
sitive. For example, the details of the measured X-ray diffraction scatter signatures can depend on a variety 
of factors relating to environmental history and conditions. This variability of the signatures for materials 
with identical molecular compositions, which we refer to as texturing, presents several significant challeng-
es to real-world implementations of XRDT. First, it complicates the creation of a robust universal material 
dictionary (necessary for threat detection) because each material can have a myriad of instantiations that 
are dependent on the texturing factors. This, in turn, makes accurate modeling of many real-world materials 
(both threat and non-threat) and XRDT imaging architectures extremely difficult. Finally, because the type or 
degree of texturing is typically not known a priori, the scatter signature and/or spatial location of the scat-
terer may be estimated incorrectly, resulting in poor image quality and misclassifications (i.e. sub-optimal 
Pd/Pfa performance). 
The topics of texturing, numerical simulation methods, and XRDT architectures have all been studied previ-
ously in separate efforts; however, these previous investigations were not specifically aimed at addressing 
explosives detection and did not benefit from being unified. As a result, there exist critical gaps in quantifying 
and overcoming the effects of texturing that make accurate evaluation of XRDT impossible. In this project, we 
will address these challenges by: 

1. Creating a shareable a database containing tens of texture instantiations (e.g. different orientations, 
grain sizes, processing history, etc.) of scatter signatures for a broad range of materials of interest 
and over a relevant range of energies and scatter angles.  
a. Such a database does not currently exist and this severely limits the ability for researchers and 

OEMs to perform design and analysis of XRDT systems.
b. Much of the previous focus of like work has been on characterizing explosives exclusively; how-

ever, understanding clutter (i.e. the stream of commerce materials) is critical and is a focus of 
this effort.

2. Developing comprehensive modeling tools which, in combination with the database, allow accurate 
simulation of various measurement architectures.
a. No simulation tools exist to represent arbitrary XRDT systems and textured materials, which 

makes it impossible to evaluate or design potential XRDT systems.
b. We will develop both deterministic and stochastic (Monte Carlo) methods to provide an optimal 

solution in terms of accuracy and speed. 
3. Analyzing the impact of texturing on XRDT imaging performance and studying new ways to measure 

and process the data to mitigate the deleterious effects of texturing. 
a. We will go beyond conventional detection strategies and incorporate machine learning to better 

understand the space of XRD signatures and improve the robustness and generality of the clas-
sifier’s performance.

b. We will quantify the detection (Pd/Pfa) dependence of representative XRDT systems on the 
type and degree of texturing present in both explosive and benign materials to demonstrate the  
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capabilities of XRDT and indicate viable design pathways.
In contrast to previous efforts, we will focus our studies on operating in the transmission XRD geometry over 
a broad range of relevant X-ray energies and use an expert-informed, machine-learning approach to interpret 
the results. The results and techniques will broaden our understanding and definition of “threat” and “non-
threat” materials as well as provide tools and knowledge to government agencies and original equipment 
manufacturers (OEMs) seeking to design and/or evaluate the performance of next-generation X-ray scanners.
The ideal end state of the research program will enable/have produced:
• Demonstration of XRDT as a feasible, deployable technology (based on robustness to material variability, 

data acquisition and processing speed, and Pd/Pfa improvement for current and pending threats, includ-
ing HMEs).

• Increased interest in XRDT by government/OEMs.
• Well-defined specifications for XRDT components (e.g. detectors, sources) to enable next-generation 

XRDT technology.
• Use of the generated databases by government (for testing and evaluation (T&E) and related activities) 

and OEMs (to aid in system design and algorithm development).
• Use of the generated simulation tools by government (for T&E and specification development) and OEMs 

(to aid in system design and analysis).
• Follow-on funding opportunities to pursue the development of XRDT systems with OEM support.

B. State of the Art and Technical Approach

The topics of texturing, numerical simulation methods, and XRDT architectures have all been studied previ-
ously; however, none of these previous investigations have been unified.  As a result, there exist critical gaps 
in quantifying and overcoming the effects of texturing that make accurate evaluation of XRDT impossible. We 
address these gaps and evaluate the utility of XRDT in aviation security applications. 

B.1. X-ray Diffraction Tomography (XRDT) 

X-ray diffraction has been shown to greatly increase the material specificity of X-ray based inspection; as a 
result, it can lead to significantly reduced false alarm rates [2].  X-ray diffraction tomography (XRDT) involves 
determining the XRD signature associated with each voxel throughout an object. Unfortunately, the physics 
of XRD conflates the location and material composition of an object. While several methods for performing 
the XRDT task have been studied previously, the two methods most applicable to aviation security are direct 
tomography (DT) [3] and coded aperture XRDT (CA-XRDT) (see Fig. 1) [4]. In DT, one uses collimators on 
the source and detector side of the object, such that each detector pixel images only a single voxel within the 
object. With the signal localized in this way, the XRD signature is recorded through the use of energy sensitive 
detection at each pixel. This technique forms the basis of the Smiths HDX 10065 and Smiths XDi machines [5]. 
While DT has a well-defined spatial resolution and low computational overhead, the heavy collimation re-
sults in extreme photon starvation in the imaging system, making the scanning system slow and/or requiring 
expensive, complicated components [6]. In addition, the requirement of viewing an object voxel from only a 
single angle may result in the system measuring incorrectly or missing altogether the scatter in the case of a 
highly textured material. 
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In contrast, the CA-XRDT architecture (currently being investigated by Smiths Detection and Rapiscan Sys-
tems [7, 8]) involves using coded apertures (rather than collimators) to modulate the incident and scattered 
beams. In this way, the scatter from each voxel arrives at a range of detector pixels. The coded apertures 
provide the ability to make multiplexed measurements in an angular- and energy-dispersive manner [9], 
which increases the system throughput for faster measurements. While this is a clear advantage, CA-XRDT’s 
requirement for computational inversion makes it more sensitive to model error; because texturing is not 
known a priori, it can potentially reduce the imaging and material identification fidelity of the system. Thus, 
texturing presents challenges for accurate material identification in both DT and CAXSI.
To date, there have been no studies of the impact of texturing on XRDT systems. To bridge this gap, we have 
performed the first head-to-head comparison of DT and CA-XRDT architectures and quantified their perfor-
mance as a function of the type and degree of texturing. This analysis is made possible by experimentally 
characterizing texture in both benign and explosive materials and creating flexible simulation tools and anal-
ysis algorithms to perform the relevant studies.  In addition, while separate studies of DT and CA-XRDT have 
been performed, we are conducting the first comparison of DT and CA-XRDT.

B.2. Characterization of Texturing

For more than 100 years, the fundamental science behind XRD has been developed and applied to under-
standing the structure and properties of materials.  It is well-known that the XRD signal depends on the 
molecular structure of the material at the microscopic scale.  Because of this, XRD yields a signature for 
distinguishing materials from one another (i.e. performing material identification).  However, details in the 
microscopic structure of the material can impact the XRD signature.  A particular example of this is known 
as texturing, in which the type, degree, and relative orientation of the crystal structure of a sample impacts 
the details of the XRD scatter signal. While these details are useful for investigating the properties of a known 
material, they pose challenges (and therefore usually ignored) in the case of performing material identifica-
tion and/or threat detection of an unknown material. 

Figure 1: Schematic for pencil beam a) SVT and b) CAXSI showing the key components and geometries. Texturing re-
sults in a localization of the scatter in angle and energy.
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A variety of XRD databases exist; however, they are of limited value to aviation security for several reasons.  First, they 
typically involve measurements made with carefully-prepared powders samples (as opposed to solid or highly crys-
talline samples), which guarantees that texturing is absent. Furthermore, they typically only cover specific classes 
of materials (e.g.  biomolecules or metal alloys) which do not adequately represent many common objects 
found in luggage (such as toothpaste, cheese, paper, water, etc.). Finally, existing databases usually include 
only a few instantiations for each unique material, and do not included various orientations of textured ma-
terials.  Without an adequate understanding of the inherent variability of the XRD signatures, one cannot 
evaluate the performance of any real-world XRDT system.
In addition, the conventional XRD measurements are made using a standard X-ray diffractometer operated in 
reflection mode at a single, low X-ray energy to record the scatter form factors; however, for aviation security 
applications, measurements are made in transmission mode and require high energies (20-180 keV) in order 
to penetrate bags. Because the scatter cross section changes as a function of energy and angle, it is import-
ant to record the complete energy- and angle-dependent scatter cross sections. While a synchrotron 
system has recently been built to measure the angle and energy dependent XRD signal over a limited range 
of energies [10], this method is hardly practical for use in real labs and too expensive to use to generate large 
databases worth of data.
Without the aforementioned databases (which include stream of commerce materials measured at appropri-
ate energies and including material variations), it is extremely difficult to design XRDT systems or develop 
appropriate detection algorithms, as material signatures and their associated variability are central to these 
tasks. We are therefore building a comprehensive database relevant to threat detection and develop a 
statistical description of texturing in order to improve the performance of existing systems and prop-
erly evaluate the performance of future scanners.

B.3. XRD Simulation Tools 

Numerical tools that enable simulation of X-ray physics as well as dependences on component behavior (e.g. 
source, detector, collimator, etc.) and geometry are critical for understanding and evaluating the benefits of 
XRDT systems. The two dominant simulation methods are: 1) Deterministic numerical models for calculat-
ing mean quantities (which typically consider only first order scatter phenomena); and 2) Monte Carlo (MC) 
techniques (which are exhaustive but time-consuming). The advantage of a deterministic numerical model 
is that it is fast to run and can therefore be used to perform design studies over a broad trade space. A robust 
model of this sort is also necessary for performing model-based reconstruction for an XRDT system (i.e. re-
covering the threat status of an object based on the raw measurements). On the other hand, MC is the most 

Figure 2: Degree of texturing: (left) XRD form factor for the same copper sheet with two different orientations relative 
to the x-ray beam. (Right) XRD scatter at 60 keV using a pencil beam CAXSI system and 2D energy-sensitive detector 
spanning π/2 for a) Al powder, b) Al sheet, and c) ammonium nitrate powder (in order of increasing texturing from left 
to right). Texture modulates the scatter intensity in both angle and energy in an unpredictable way.
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physically accurate simulation technique and naturally accommodates stochastic processes (such as multiple 
scatter and noise). Although time-consuming, Monte Carlo enables realistic and accurate determination of 
system performance with all relevant sources of noise. 
Models of both types have been developed previously by several groups [11-13]. Through the DHS CAXI pro-
gram, we have developed state-of-the-art simulation models of both types: a deterministic numerical model 
of Compton scatter and XRD [9], as well as a MC model based on GEANT4 [14] that includes empirically-mea-
sured XRD signatures in place of the conventional Hubble form factors. We have previously validated our 
models against experimental measurements and used them to study various XRDT configurations (see Fig. 
3) [4, 9].  While useful, none of the models developed to date include the energy and angular dependencies 
exhibited by textured materials and are therefore constrained to describing a limited set of materials. We are 
therefore extending the current models to include a more complete description of texturing in order 
to faithfully represent real-world materials present in luggage.

B.4. Data-centric Analysis of XRD Signatures 

Traditional XRD threat classification methods usually involve two separate steps in order to assign a class 
to a particular measured form factor. In the first step, one performs material identification, which is a multi-
class classification problem, by comparing the unknown form factor to a pre-measured library of form factors 
and determining the best match. Since X-ray diffraction is most often performed with crystalline materials 
either naturally occurring or artificially crystallized) whose form factors consist of a multitude of narrow 
peaks, it is common to simply compare the locations (although not the amplitudes) of the prominent peaks 
against the locations of peaks of the form factors in the library. If enough of the peaks coincide to within some 
pre-determined accuracy, then a match is made. This approach, however, does not work for amorphous and 
liquid materials, in which scatter occurs at a broad range of momentum transfer values and the relative peak 
intensities are important in distinguishing materials. In this case, one can instead calculate a similarity met-
ric, such as the correlation (which we use in this work), between the unknown form factor and all elements of 
the library. Whichever material is most similar to the unknown material is then matched with the unknown 
material. After the material identification process is complete, the second step is then to assign the class of 
the matched material to the previously unknown material. While this process can work in some situations, 
there are several challenges associated with it. For example, the entire process fails if the unknown material 
is not already in the library, which is a significant issue given the breadth and evolution of explosive-related 
threats. Furthermore, it can be difficult to accurately associate a given form factor with the correct library 
element in the presence of noise, measurement uncertainty, and material variability.

Figure 3: Comparison of raw experiment (top) and MC simulation (bottom) XRD data for Al, NaCl, and graphite powders 
(left to right).
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The problem of the traditional identify-then-classify approach stems from the fact that it does not make use 
of similarities between members of a given class (or, more specifically, does not take into account class differ-
ences). If one considers correlation-based classifiers, for example, it is clear that each feature (e.g. momen-
tum transfer value or principal component) receives a uniform weight when performing the intermediate 
material identification step. In this case, a missing peak (as in the case of texturing) or a noise spike at a lo-
cation that happens to coincide with that form a different material could produce an incorrect identification 
and, correspondingly, a classification error.
In order to improve the detection performance relative to traditional approaches, in those program we turn 
to machine learning as a method to automatically generate a set of feature weights that are optimized for 
performing the specific task of interest. Note that this approach does not necessarily aid in the intermediate 
problem of identifying the unknown material or in obtaining any auxiliary data about the material (i.e. such 
as whether it is a solid or a crystalline material). Instead, it eliminates the need for the intermediate identi-
fication step entirely: the traditional process collapses to a single step that simply uses a previously-trained 
classier to identify directly whether a material is an explosive or not. With sufficient training data, the use of 
machine learning therefore provides the potential for increased robustness to noise and better performance 
in the face of “new” form factors (i.e. those on which the classier has not been trained).

C. Major Contributions

• Construction of an Energy-dispersive (ED) Laue Diffraction system (Year 4): We have built an ex-
perimental testbed X-ray system capable of collecting the XRD signal over a large range of energies and 
angles relevant to aviation security. The system consists of an X-ray source; collimation optics to create 
a pencil beam; a sample object (which can be rotated and/or translated); and a 2D energy sensitive de-
tector array. This allows us to collect the 3D scatter data (in terms of 2D scatter angle and energy) that 
will be included in the XRD database. All components are COTS, and a high SNR scan of a sample can take 
between 5 and 45 minutes, depending on the material.

• Commercial XRD database creation (Years 4-5): Using a conventional, commercial diffractometer sys-
tem (Bruker D2 Phaser, operated in reflection mode at the copper k-Alpha line), we acquire high-reso-
lution scans of the XRD form factors. To record a wide range of materials in different orientations, we 
have modified the system to enable title and azimuthal rotation of the sample, to vibrate the sample to 
promote randomness, and to heat or cool the same to vary the sample temperature. Using this setup, we 
measured over 400 different substances, including both benign and energetic materials. For explosives, 
we visited Jimmie Oxley’s lab at the University of Rhode Island (URI) and scanned a variety of recipes 
of explosives (in powder and slurry form) at a range of different orientations on both her Rigaku XRD  

Figure 4: Experimental setup of our energy-dispersive Laue diffractometer. From right to left, we show the X-ray source, 
series of pinhole collimators, object, and energy-resolving, pixellated detectors. Both the detectors and object are 
placed on rotation and translation stages to enable flexible illumination and detection.
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system and our Bruker system. Examples of the recipe dependence and orientation dependence of the 
XRD signatures are shown in Figure 5. Since it is extremely difficult to accurately predict the XRD signa-
ture from first principles for complicate materials, this empirical approach is necessary for understand-
ing and simulating XRD scatter.

Fundamental study of the relationship between grain size and 
texturing (Year 5): Powder material attributes of crystallinity, crys-
tal faceting, and powder packing collectively influence texture and 
the corresponding diffraction spectra. A case in point is NaCl powder, 
which is a widely-used food additive. We obtained several NaCl sam-
ples from various vendors, including from chemical suppliers and 
grocery stores. The powder (other than large granular sea salt) was 
similar in size and shape presumably from a well-established means 
of materials processing. We have analyzed how the X-ray aperture 
size and crystal grain size influence the XRD signatures. The figure on 
the right shows optical images of powder separated by size. Smaller 
powder size relative to the X-ray aperture (1 mm x 16 mm) showed 
diffraction features characteristic of randomly configured powder 
since many particles and their configuration were analyzed in the 
sampling volume. The figure below shows more spectral variability 
for larger powder relative to the fixed aperture size. Here, fewer par-
ticles were analyzed and much more sensitive to their configuration. 
A new finding is that the manner in which the powder is packed into 
the holder impacts texturing. We find that when the powder speci-
men was pressed into the sample holders, highly {100} textured NaCl 
spectra was observed for all powder sizes, as shown in Figure 7. 

Figure 5: (Left) X-ray diffraction form factors for TNT in flake, ground powder, and recrystallized crystalline forms. The 
peaks occur at nearly identical locations, but the relative amplitudes vary significantly (despite the identical molecular 
composition of the samples). (Right) An image of the scatter pattern for a sample of RDX as it is rotated over 360 de-
grees in the sample holder. For all measurements, we use a Bruker D2 phaser system. 

Figure 6: Optical micrographs of NaCal 
powder separated by size using sieving.

ALERT  
Phase 2 Year 5 Annual Report

Appendix A: Project Reports 
Thrust R1: Characterization & Elimination of Illicit Explosives 

Project R1-C.3



• ED Laue database creation (Years 4-5): Using the ED Laue system, we scanned over 50 materials and 
recorded the scatter signal from 20-170 keV and for a deflection angle between 1 and 30 degrees. Each 
material was placed in the system with multiple orientations, and many in multiple forms (e.g. sheet, 
powder, different vendors, and different processing histories). We find that fine powders, such as Al, give 
symmetric rings with no texturing at all energies and orientations. Aluminum sheet, however, has tex-
tured rings that vary around the ring (azimuthally) and depend on the orientation of the sample relative 
to the beam, but have no variation or structure in energy.  For polycrystalline powders with large grain 
sizes, such as salt in a shaker, scatter only arises at particular angles and energies, and depends sensitive-
ly on the configuration of the individual polycrystalline grains. This indicates the challenges associated 
with XRDT on highly textured materials, as both collecting and interpreting the signal can be very chal-
lenging (compared to an untextured material).

Figure 7: X-ray diffraction spectra for 100 mm and >500 mm NaCl powder for material loosely placed (left) and  pressed 
into the sample holders (right).

Figure 8: Scatter signals measured across different energies using the ED Laue system (left). The top, middle, and bot-
tom rows show the scatter for aluminum powder, aluminum sheet, and large grain sodium chloride, respectively. From 
left to right, we show the scatter at 32, 59.5 and 93 keV. Together, this data show examples of different ways in which 
the XRD signal may deviate from the Debye cones described by Bragg’s law. Scatter signals measured for different 
orientations of the same samples in the ED Laue system (right). The top, middle, and bottom rows show the scatter 
for aluminum powder, aluminum sheet, and large grain sodium chloride, respectively. From left to right, we show the 
scatter for three different orientations of the sample in the system (with the rest of the parameters held fixed). This data 
shows examples of the orientation dependence for materials with different degrees of texturing.
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• Texturing taxonomy (Year 5): Using the ED Laue database results, we quantified the type and degree 
of texturing by developing a custom metric that characterizes the variation of the scatter signal around 
the ring (azimuthal texturing coefficient) and across different energies (energy texturing coefficient). 
By plotting each material in this space, we can visualize the distribution of materials.  We find that our 
metric clusters similar materials (e.g. copper sheet and aluminum sheet in different orientations appear 
near one another, despite appearing different in the raw measurement space). In addition, we find that 
only part of this space is filled—materials with a high degree of energy texturing generally also have 
a high degree of angular texturing. Finally, we can define a single parameter, the degree of texturing, 
which quantifies how textured the material is. For the materials in our library (which represent common, 
stream of commerce materials), we find that over half have at least some degree of texturing. These find-
ings are important for simulating ensembles of objects with appropriate degrees of texturing, as well as 
giving insight into the texturing “categories” into which materials fall, so that we can get a representative 
understanding of the range of possible scenarios while studying only a limited number of cases.

• Implementing texturing in simulation: deterministic model (Years 4-5): We previously developed a 
fast, deterministic, first-order scatter model of XRD and Compton scatter for untextured materials.  Be-
cause the details of the texture pattern are impossible to predict ab initio but the details of their structure 
are critical to system performance, we implemented an empirical approach to XRD texture modeling 
in which we use the ED Laue scatter measurements as a texture “mask” in the simulation system.  By 
modulating the scatter at specific energies and angles in the simulation, we can create realistic scatter 
distributions for materials whose texturing ranges from negligible to highly textured.  We have validated 
our scatter simulation against experimental data. The simulation enables us to simulate arbitrary system 
architectures by changing component parameters (e.g. detector type), geometry, optics (including coded 
apertures and collimators) and for objects with spatial and material descriptions limited only by the ex-
tent of our material databases. The general description of this method is shown in Figure 10.  

Figure 9: Texturing taxonomy showing the distribution of materials in the ED Laue database in terms the degree of 
texturing of each material in terms of energy and azimuthal scatter angle (left). The materials are clustered in the upper 
left hand corner of the plot. The degree of texturing is defined as the distance from the origin. Histogram showing how 
many materials display a certain degree of texturing—more than half have a non-trivial degree of texturing (right).
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• Implementing texturing in simulation: Monte Carlo (Years 4-5): We previously developed an accurate 
Monte Carlo tool (based on GEANT4) for simulating arbitrary scatter orders for untextured materials. As 
in the deterministic approach above, we have extended this MC tool to include texturing by modifying 
the scatter probabilities across different energies and angles according to empirical measurements made 
in the ED Laue system. Over the last year, we have focused on extending the simulation capabilities to 
include amorphous and liquid materials.  In addition, we have focused on cross-validating the MC simula-
tion against the deterministic model and against experimental data.  The figure below shows the current 
status of the cross-validation activities—the agreement is reasonable, and we are still working to under-
stand the causes of slight differences between the predicted and expected values.

• GPU-based acceleration of reconstruction (Year 5):  While the design of a measurement architecture 
is focused on rapidly acquiring the scatter signal, it is often necessary to then process that data in or-
der to extract the information of interest. Model-based data processing can be slow, especially when 
large amounts of data are involved. Our previous reconstruction algorithms (to go from raw data to a 
picture of the material at each location) was based on multi-core CPU architectures but was slow (re-
quiring sometimes 10-1000s of second per reconstruction). To enable studies of large data sets, we 
applied for and received a free GPU from NVidia for this project and implemented a Matlab-based re-
construction algorithm on the GPU. The figure below shows that we observe a ~20x speedup relative 
to the CPU. We have also begun investigating how other implementations (including using CUDA, op-
erating on multiple GPUs, and use sparse matrix math) can further speed up the reconstruction time. 

Figure 10: Schematic of the simulation scenario: A pencil beam generated by an X-ray source illuminates an object, 
which generates a scatter signal according to Bragg’s law. A virtual texture mask spectrally and spatially modulates 
the signal according to empirically-measured patterns. The scatter then is modulated by the presence of X-ray optics 
before being transduced into a measured signal at the detector (left). Example of experimental and simulated scatter 
from a textured sheet of Aluminum at 60 keV, showing validation of the experimental model (right).

Figure 11: Experimental data (left) and MC simulation for a sheet of aluminum, showing validation of the texture sim-
ulation framework (right). 
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• Machine learning analysis of XRD signals (Year 5): In order to optimize the measurement hardware 
and data processing algorithms for an XRDT system for performing a particular task (e.g. explosives de-
tection), one must understand the signatures of all materials involved. With the databases of XRD signa-
tures measured above, we have started to use machine learning (ML) approaches to analyze and mine the 
data. As a first approach, we employed unsupervised ML techniques, such as k-means and hierarchical 
clustering to study the natural grouping of signatures. We found that many tasks, such as separating 
crystalline and non-crystalline or solid and liquid materials, can be performed naturally as the data con-
tained clear class-dependent features. The figure on the left below shows that, using only two principle 
components, the materials can easily be separated into crystalline and non-crystalline groups without 
any knowledge about the specific material in either group or any expert inputs. Using this insight, we 
then hypothesized that ML classifiers (e.g. Random Forest and Support Vector Machines) should be able 
to outperform state-of-the-art expert-guided algorithms traditionally used in XRDT (such as peak-find-
ing or correlation based classifiers). We optimized and trained ML classifiers and compared their per-
formance to correlation-based classifiers across a range of scenarios. More specifically, we generated a 
series of ROC curves for different amounts of signature degradation (including spectral blur and noise), 
using different amounts of training data, and for different classification tasks (e.g. explosive vs. nonex-
plosive identification, threat—which includes prohibited non-explosives—vs. nonthreat, etc).  We then 
calculated the probability of error (combination of 1-Pd and Pfa) and compared the performance of the 
ML approach to the conventional (correlation) approach. We found that the ML approach is more robust 
to noise, and limited training data (including the case where the classifier is testing on materials it has 
never trained on) and can improve the overall detection performance by 10% or more (see Fig. 13, right). 
In addition, one can classify threats/non-threats without having to first identify the specific material 
present, which is critical in addressing the constantly-evolving threat list and the infinite possibilities of 
material combinations.

Figure 12: Plot of the speedup as a function of number of iterations for the GPU version of our maximum likelihood 
estimation code relative to the CPU version of the code.
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• XRDT performance analysis with texturing (Year 5): A number of methods have been proposed for 
performing XRDT at the airport. Among them, direct tomography (DT) has been implemented and de-
ployed by Smiths and Morpho, and coded aperture XRDT (CA-XRDT) was invented at Duke and is current-
ly under development by Rapiscan and Smiths. While these systems have been studied separately, they 
have never been compared head-to-head and have never included texturing in a quantitative manner. Us-
ing the databases and simulation tools described above, we have performed the first head-to-head study 
of DT and CA-XRDT to understand their relative dependences on texturing. We designed in simulation 
baseline pencil beam DT and CA-XRDT systems that are consistent with aviation security needs (5-10 mm 
spatial resolution in a 40 cm tunnel).  We matched the spatial resolutions of each system over the field 
of view and worked in the infinite SNR limit to analyze the fundamental performance of each system. In 
both cases, the objects consist of several cm extent objects with no clutter. In the absence of texturing, the 
system performances are nearly identical (as was designed). However, as texturing increases, the perfor-
mance (both in terms of rms error and probably of error on classification performance) gets worse and 
the DT system outperforms the CA-XRDT system. By simply measuring more of the scatter signal (both in 
scatter angle and energy), the system performance can be improved in both the DT and CA-XRDT systems, 
indicating that texture can be mitigated through measurement choice alone. These results represent the 
nascent culmination of the development of our predecessor tasks and strikes at the heart of system-level 
analysis of XRDT systems; however, significant work must still be done. In particular, we need to study the 
SNR dependences of each system, analyze the performance over a broader range of materials and clutter 
scenarios, and investigate a broader range of mitigation strategies (including changes to the measure-
ment architecture and measurement strategy).  In addition, it is important to experimentally validate at 
least some of these findings for validation and further insight into the problem.  

 

Figure 13: Result of unsupervised k-means cluster for k=2 using the diffractometer library (left). The data is plotted 
in terms of the first and second XRD principle components – the clear separation between the classes shows that the 
data naturally separates into crystalline and non-crystalline materials. Simulated classification performance (in terms 
of probability of error) as a function of the amount of noise in the system (right). The machine learning approaches 
(orange and yellow) outperform the conventional, correlation-based classifier (blue) by up to 10%.
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D. Milestones

All proposed Year 5 milestones were accomplished this year.  Originally proposed Year 5 milestones include:
• Cross-validate Monte Carlo and deterministic forward models. This is described in our model validation 

test report.
• Develop a taxonomy of texturing in materials—this allows us to understand empirically and quantita-

tively the type and degree of texturing present in materials likely to be found in luggage and, therefore, 
properly address the challenge of texturing [15].

• Create a searchable database for storing and sharing the XRD scatter data (including 5-10 instantiations 
>50 materials, available for download upon request). This is described in our database test report.

• Determine and compare quantitatively the baseline XRD tomography systems (e.g. direct and coded ap-
erture tomography). This is described in our comparison study test report.

• Identify approaches to mitigate the effects of texturing in XRD systems.
• Demonstrate improved detection performance using a texture mitigation strategy.
Additional (not originally proposed) milestones accomplished in Year 5 include:
• Develop machine-learning-based classifiers for XRD.
• Demonstrate performance improvement of machine learning-based XRD classifiers relative to state of 

the art, traditional XRD classifiers.
• Implement Matlab-based GPU-accelerated reconstruction algorithm for XRDT and characterize its de-

pendence on key parameters.
• Modify commercial diffractometer (Bruker D2 phaser system) to measure the XRD patterns when the 

sample is tilted and rotated
• Acquire texture data for explosives/energetic materials at different orientations and using different XRD 

system (performed at URI).
• Develop connections and share the database with OEMS (Smiths, Rapiscan, Halo).
Program Deliverables available by the end of Year 5:
• XRD databases (diffractometer and ED Laue system).

Figure 14: Normalized root mean square error (left) and probability of error for aluminum powder, aluminum sheet, 
and coarse sodium chloride powder (right). The solid (dashed) line corresponds to the values for a one-dimensional 
(two-dimensional) energy-sensitive detector, while the red (blue) lines correspond to a DT (coded aperture) system. 
While the performance becomes worse as the degree of texturing increases, measuring more of the scatter signal leads 
to improved results.
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• XRD database test plan and test report (Diffractometer and ED Laue system).
• Documentation of MC software. 
• Documentation of deterministic forward model.
• Simulation test report (showing agreement of MC, deterministic model and experimental data).
• XRDT system comparison test plan and report. 
Assuming that the project is extended into Year 6, the following additional milestones will be met:
• Improve and share data processing (reconstruction and classification) code to OEMs/government. 
• Improve and share simulation code to OEMs/government.
• Improve/expand, and share the material database by:
• Experimental validation of simulated XRDT results and texture mitigation strategies

E. Future Plans (Year 6)

In general, Year 6 will allow us to do the following:
• Close the loop on the database—so far, we have scanned materials that we have identified as relevant 

(largely inspired by the DHS S&T BAA 13-05 materials list); however, in Year 6 we will engage more deep-
ly with users of the database to customize/expand it according to their needs/specifications.

• Packaging and sharing algorithms used for estimation and classification—we have achieved a number 
of additional (i.e. beyond the proposed scope) outcomes in the area of data processing. We will engage 
with the OEMs to communicate our findings and share our tools so that they can realize improved system 
performance.

• Founding of a new company—co-PIs Greenberg and Kapadia have co-founded a company (Quadridox) 
to provide related service and capability development for ALERT and related DHS work directly to TSA, 
other government contracts, and OEMs.

Depending on available resources (e.g. funding and period of performance), Year 6 plans include the follow-
ing tasks. Note that additional information on transition can be found in section III. 
• Improve and share data processing (reconstruction and classification) code to OEMs/government. 

 ○ Investigate additional ML approaches (including deep learning) as tools for material-based threat 
detection using XRD form factors.

 ○ Demonstrate 5% Pd/Pfa reduction on experimental data (previously acquired using the Duke-Smiths 
coded aperture XRDT prototype system) using the algorithms and measurement architectures devel-
oped in Year 5.

 ○ Risk: Data is GFI and must be approved for use by DHS S&T before we can proceed. However, we ac-
quired the data previously, have it, and are well versed in using it (i.e. only formal approval is needed, 
which should not be a problem).

 ○ Deliverable: Test report describing classification strategy and results.

 ○ Transition: The algorithmic approach will be shared with OEMS (Smiths, Rapiscan, HALO), and the 
results of the analysis of Smiths data will be shared with Smiths and incorporated in the Duke-Smiths 
LRBAA follow-on program via DHS S&T.

• Improve and share simulation code to OEMs/government.
 ○ Develop GPU-based Monte Carlo (MCGPU) framework for >10x speedup of Monte Carlo model for  
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fast, accurate simulation of scatter systems (applicable to XRD, Compton, and AT/CT system design 
and analysis).

 ○ Implement simple bag packing tool with gravity-based object settling for enhanced object realism in 
Monte Carlo simulations.

 ○ Risk: Realistic simulations of XRD in MCGPU has never been implemented before (with or without 
texture). However, we have modified GEANT4 in similar ways, and are confident that MCGPU modifi-
cations will be possible

 ○ Deliverable: Test report describing the method for MCGPU implementation and sample results. The 
tool can be shared with relevant parties upon request.

 ○ Transition: Publish our results and share the code with interested parties (e.g. DSTL and Rapiscan).

• Improve/expand, and share the material database by:
 ○ Adding XRDT measurements for an additional 3-5 instantiations of 50 materials (focusing on ma-

terials that have large variations/uncertainties in density/Zeff space (e.g. mixtures, powders, HME 
components, etc.).  

 ○ Measuring energy-dependent attenuation (i.e. transmission) information across energies (20-160 
keV) for the materials in the XRD database (thus making the database relevant to XRD and AT/CT 
systems).

 ○ Risk: None (this is a continuation of the existing data acquisition).

 ○ Deliverable: Shareable database of transmission and scatter measursements made at aviation-secu-
rity-relevant parameters.

 ○ Transition: The database will be shared with OEMS (Smiths, Rapiscan, HALO) and government labs, 
as appropriate.  The database will also be incorporated in the Duke-Smiths LRBAA follow-on program 
via DHS S&T.

• Experimental validation of simulated XRDT results and texture mitigation strategies.
 ○ Use a pencil beam XRDT setup along with a collimator and/or coded aperture experimentally vali-

date the texture mitigation strategies identified (via simulation) in Year 5.

 ○ Demonstrate experimentally at least 20% reduction in MSE using identified texture mitigation strat-
egies (relative to the baseline system).

 ○ Risk: Iterations may be required to match simulation to the specific experimental configuration in 
order to compare results. However, we have built several XRDT systems in the past, and understand 
how to accomplish the required system characterization.

 ○ Deliverable: Test report detailing the impact of texturing on different system configurations and com-
parison with simulation results.

 ○ Transition: We will communicate findings to component and system OEMs (Redlen, Multix, Rapiscan, 
Smiths, HALO). The results will be incorporated in the Duke-Smiths LRBAA follow-on program via 
DHS S&T.

• Year 6 programmatic risks/mitigation strategies: 
 ○ Staffing: Several of the students on our team are graduating at the end of Spring 2018 (in concert with 

the originally-anticipated end of the program) and we will need to hire new students and get them up 
to speed in a relatively short time; however, we have available a talented pool of Duke undergraduates 
and Masters students with much of the needed expertise who could be brought into the project. Also, 
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we have several other, synergistic activities with DHS which would allow current students to partici-
pate in the ALERT program as well.

 ○ Equipment: Our proposed experimental work is based on existing X-ray equipment that was pro-
cured through previous projects. No costs have been allocated to equipment in the ALERT budget. 
If the equipment malfunctions or is otherwise unable to operate properly, there may be a delay in 
completing a particular hardware-based task. As a fallback plan, we have available some redundant 
equipment in other areas within our lab and university that could be utilized to mitigate this risk.

III. RELEVANCE AND TRANSITION

A. Relevance of Research to the DHS Enterprise

This work is directly relevant to the goals of DHS S&T and the TSA, which are currently seeking new tech-
niques for improving airport security. An integral part of this effort includes new methods for identifying 
threats through a combination of hardware and software, as well as developing tools for understanding and 
predicting the dependence of the measured signals on the material properties of an object. We propose to 
develop these tools and extend the fundamental science behind XRDT systems. Our work will benefit ongo-
ing and future DHS-funded efforts, such as the current BAA 13-05 programs at the University of Arizona and 
Duke University (in conjunction with SureScan) on information theoretic analysis of X-ray imaging systems; 
the Rapiscan Labs, Smiths Detection, and HALO X-ray Technologies Ltd programs on the development of 
checkpoint and checked baggage XRDT systems and associated algorithms via BAA 17-R-03 studies on re-
lated technology; and the Duke-Smiths LRBAA program aimed at studying the joint design space of AT/CT 
transmission systems and XRDT. The results will also aid the TSA, TSL, and NIST in developing standards, 
calibration phantoms, simulants, and robust classification methods for XRD applications that have not previ-
ously been explored.
To this end, the outcomes of this project will help:
• Stakeholders understand luggage from an XRD perspective (e.g., appreciate that confounders, interfer-

ents, and simulants are well-established for CT/AT systems, but wholly unknown in XRD) and develop 
solutions parallel to those in the CT/AT space.

 ○ Metric: texturing taxonomy and quantitative assessment of performance impact of texturing

• Define detector requirements for next-generation XRD systems/determine specifications on pixel size, 
count rates and layout.

 ○ Metric: provide Pd/Pfa improvement resulting from different detector specifications

• Affect XRD imaging system design/determine requirements on coding/sampling approach. 
 ○ Metric: provide Pd/Pfa improvement resulting from choice of illumination structure and coding/col-

limation (e.g. CAXI vs XDi system tradeoffs)

• Improve threat detection/provide an understanding of to what degree XRD systems can improve the 
ability to identify and localize threats.  This will also provide a connection between current and next gen-
eration technologies (e.g. helping to connect AT/CT with XRDT capabilities and opportunities).

 ○ Metric: Quantify class separation/mutual information between threats and non-threats for transmis-
sion-only, XRD-only, and XRD + transmission measurements

• Creation of tools (the database, simulation, data processing) to enable government and OEMs to evaluate 
current and future technologies.
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 ○ Metric: simulation time, accuracy, and generality/flexibility of tools for simulating system-level con-
figurations for design and analysis

B. Potential for Transition

The results of this program will directly impact current and future efforts in academia, industry and gov-
ernment. The database of XRD signals and MC software will be made available to interested authorized par-
ties, such as the TSA, universities, vendors, and the ALERT COE to aid in fundamental studies of material 
discriminability and explosives detection. In addition, the recommendations regarding texturing mitigation 
strategies would likely impact the development of key components of XRD systems, such as X-ray illumina-
tion strategies and energy-sensitive detectors. Finally, the results and knowledge gained through the project 
will be shared with interested parties (e.g. University collaborators, Rapiscan, Smiths Detection, Bruker, Halo 
Technologies, etc.) through the publication of our findings in journals and participation at relevant confer-
ences.  These tools will be used as Duke and Smiths work together to develop next-generation XRDT solutions 
for checkpoint scanning.
We are already collaborating with Rapiscan, Halo Technologies, and Smiths Detection by sharing our find-
ings to date and incorporating their suggestions into our test plans.  In addition, the preliminary results and 
insights gained will be used to inform requirements/specifications for next-generation XRD detectors. Our 
work has also inspired collaboration and potential future work with Lawrence Livermore National Labora-
tory (Harry Martz) to extend our work on texturing to a more complete view material variability (including 
threat and non-threat materials) jointly with dual-energy CT.  In addition, as another example of collaborative 
work, we are currently in discussion with DSTL (UK) and Rapiscan about incorporating our Monte-Carlo sim-
ulations into their research tasks and workflow.
In Year 6, we will seek to engage more deeply with NIST, TSL, and TSA to make available our developed soft-
ware and share our scatter database. Feedback from these agencies will also help us tailor our data acquisi-
tion procedure.  

C. Data and/or IP Acquisition Strategy

Acquiring the data for implementing this methodology involves:
• Building an experimental testbed for acquiring XRD signature: This effort has already been accomplished 

and measurements are currently underway using the system. This data will supplement the data also 
being acquired via a commercial XRD system (Bruker D2 Phaser).

• Building numerical models: We have already converted (and continue to convert) measured material 
data into GEANT4-compatible data files that can be incorporated into the diffraction model. We will then 
build a library of virtual test objects such as suitcases, shipping containers, and cargo containing multiple 
instantiations of materials of interest and simulate the data that would be measured using a variety of 
XRD imaging systems.

The intellectual property actions currently planned or being undertaken include:
• An invention disclosure has been filed for the Monte-Carlo simulation code at the Duke University Office 

of Licensing and Ventures. Determination for full IP will be made after additional development of the 
code. 

D. Transition Pathway 

• Delivery of/access to the XRD database 
 ○ Shared with & used by Smiths Detection, Rapiscan, and Halo in Year 5 to aid in XRD system design and 
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analysis of both hardware and software 

 ○ In discussion with sharing/customizing the database for NIST/TSL – will help development of test 
objects, metrics for developmental T&E, standards, etc.  This is a potential Year 6 activity

 ○ Discussing the development of a transmission + scatter database with benign and energetic materials 
with LLNL (likely to be a follow-on activity outside of ALERT)

• New company (Quadridox, Inc.) was founded in Year 5 by Profs. Greenberg, Kapadia, Gehm (Duke) and 
Ashok (UA) to transition ALERT and related work directly to OEMs and government agencies (including 
TSA)

• Delivery/application of custom XRD simulation code
 ○ Monte Carlo code already shared in Year 4/5 with Rapiscan and DSTL to aid in their evaluation of  

candidate system design and components

 ○ Deterministic code to be used as part of Duke-Smiths LRBAA for DHS S&T during Year 6.

• Implementation of classification algorithms and GPU-accelerated reconstruction in system prototypes
 ○ Data processing results/approach presented in the presence of Smiths and Rapiscan at the 2018 SPIE 

ADIX meeting

 ○ Co-PI Prof. Kapadia is consulting for Rapiscan making use of some of the experience gained through 
the Years 4-5 MC development work.

 ○ ML classifier and GPU-based reconstruction code to be used as part of Duke-Smiths LRBAA for DHS 
S&T during Year 6

E. Customer Connections

• Kristofer Roe, Souleymane Diallo, Christopher Gregory, Matthew Mertzbacher, Smiths Detection [month-
ly communication, database shared, T&E on existing 13-05 XRDT, participating in awarded Duke/Smiths 
joint BAA 14-02 program for transmission + XRDT study] 

• Adam Grosser, Kris Iniewski, Redlen Tech [monthly communication, joint proposals in place to TSA, DHS 
S&T, OEMs]

• Harry Martz, LLNL [several times per year, joint proposal in place to DHS S&T]
• Simon Godber/Keith Rogers, Paul Evans, Halo Tech [>monthly communication, database shared]
• Joseph Bendahan/Ed Franco, Rapiscan [collaboration under development, database shared]
• Ron Krauss, TSL [potential collaboration discussed]
• Larry Hudson, NIST [potential collaboration discussed]
• David Lockley, DSTL [Monte Carlo code shared, annual licensing agreement in progress]

IV. PROJECT ACCOMPLISHMENTS AND DOCUMENTATION 

A. Education and Workforce Development Activities

1. Course, Seminar, and/or Workshop Development
a. 6 semesters of independent study (undergrad and masters) led

2. Student Internship, Job, and/or Research Opportunities
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a. Summer Internships on our team for 7 summer students 
b. 1 post-baccalaureate researcher

3. Interactions and Outreach to K-12, Community College, and/or Minority Serving Institution  
Students or Faculty
a. Several high school students participated as summer interns. 

B. Peer Reviewed Journal Articles 

Pending –
1. Zhao, B., Yuan, S., Wolter, S., & Greenberg, Joel.  “Application of machine learning to X-ray diffrac-

tion-based explosives detection” (in preparation for Machine Learning and Data Mining in Pattern 
Recognition). 

2. Hazineh, D., Yue, J., & Greenberg, Joel, “Quantifying the degree of texture using an energy-dispersive 
Laue diffractometer” (in preparation for NIMB)  

3. Greenberg, J., Hazineh, D., & Gehm, M. “Energy-angle Correlations in Energy-dispersive Laue Diffrac-
tion” (in preparation for Optics Express). 

4. Hazineh, D., MacGibbon, C. & Greenberg, Joel. “Comparison of direction and coded aperture X-ray 
diffraction tomography in the presence of texturing” (in preparation for Applied Optics). 

5. Hazineh, D., MacGibbon, C., Kapadia, A.K. & Greenberg, Joel. “Simulation of anisotropic X-ray diffrac-
tion patterns using empirically-measured texture masks” (in preparation for NIMB). 

C. Other Publications

1. Wolter, S. “Materials science of X-ray diffraction.” X-Ray Diffraction: Technology and Applications 
(CRC press) in press).  [invited book chapter]

2. Greenberg, J. “Coded aperture X-ray diffraction tomography.” X-Ray Diffraction: Technology and Ap-
plications (CRC press) (in press).  [invited book chapter]

D. Peer Reviewed Conference Proceedings

1. Zhao, B., Wolter, S., &  Greenberg, J.A. “Application of machine learning to x-ray diffraction-based 
classification.” Proc. SPIE 10632, Anomaly Detection and Imaging with X-Rays (ADIX) III, 1063205 
(4 May 2018);

2. Greenberg, J.A., MacGibbon, C., Hazineh, D., Keohane, B., & Wolter, S. “The role of texturing in x-ray 
diffraction tomography.” Proc. SPIE 10632, Anomaly Detection and Imaging with X-Rays (ADIX) III, 
106320B (4 May 2018).

3. Spencer J.R., Carter J.E., Buxton C., Leung C., McCall S.J., Greenberg J.A., & Kapadia A.J. “X-Ray Diffrac-
tion Spectral Imaging for Breast Cancer Assessment.” 59th Annual Meeting of the American Associa-
tion of Physicists in Medicine, Denver CO, USA, 2017. BEST IN PHYSICS (IMAGING).

4. Nacouzi D.J., Spencer J., Zhao, B., Leung, C., McCall, S., Greenberg, J.A., & Kapadia, A.J. “Smarter Cancer 
Detection Through Machine-Learning Applied to High-Resolution Diffraction Tissue Scanning.” 60th 
Annual Meeting of the American Association of Physicists in Medicine, Nashville, TN, USA 2018.

E. Other Conference Proceedings

1. Kapadia, A.J. “X-ray diffraction imaging in medical applications.” SPIE ADIX, Orlando FL, April 2018.
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2. Greenberg, J. “Opportunities and challenges for X-ray diffraction tomography at the checkpoint.” 
Concealed Explosives Detection, Charlottesville, VA, November 2017.

F. Technology Transfer/Patents

1. Inventions Disclosed
a. Invention disclosure filed to Duke for Monte-Carlo Simulations. Filed July 15, 2017. 

2. Spin-off Companies Started
a. Quadridox, Inc. (by Joel Greenberg and Anuj Kapadia)

G. Software Developed

1. Databases
a. XRD diffractometer database (XRD signatures acquired in reflection mode at 8 keV for >400 

materials, including explosives and benign materials).  Continually updated. Shareable upon re-
quest.

b. ED Laue database (angle- and energy-dependent XRD scatter signal in transmission mode for 
5-10 measurements of >50 materials, including only benign materials commonly found in lug-
gage). Continually updated. Shareable upon request.

2. Models
a. a. Monte-Carlo simulation in GEANT4 for texture-based modeling of X-ray diffraction  

(Available to end users at the end of Year 5). Shareable upon request.
b. GPU-based rapid Monte-Carlo simulation in MCGPU for modeling X-ray diffraction (in progress; 

proposed as a task in Year 6 Work Plan).
3. Algorithms

a. Support Vector Machine (SVM) and Random Forest classifiers for determining the threat status 
of an object without first identifying the material.
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